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1 Introduction

Active Directory is a core component of Windows-based enterprise infrastructures, providing
centralized authentication, authorization, and resource management. Proper deployment and
configuration of Active Directory services are essential to ensure system reliability, security, and
administrative efficiency.

This project aims to explore the administration and security mechanisms of Windows Server
2019 through a hands-on approach. A complete Active Directory environment was deployed
using virtualization, allowing the implementation of user and group management, Group Policy

enforcement, network services, and security controls.

In addition to administrative tasks, the project also introduces a security perspective by examin-
ing common Active Directory attack techniques. This dual approach provides a comprehensive
understanding of both system administration and cybersecurity principles in a controlled lab

environment.

2 Exercise 1: Environment Preparation
This exercise aims to deploy a basic Active Directory infrastructure using VMware virtualization.

The environment consists of two virtual machines: a Windows Server 2019 acting as the Domain
Controller and a Windows 10 client workstation.

2.1 a) Windows Server 2019 Installation

A Windows Server 2019 virtual machine is installed and configured to act as the Primary Domain
Controller (PDC) for the domain.

e Machine name: PDC_MohamedYacineRiabi_AbdallahDridi
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Figure 1: Windows Server 2019 virtual machine installation
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Figure 2: Server hostname configuration

2.2 b) Windows 10 Client Installation

A Windows 10 virtual machine is installed to serve as a client workstation. This machine will
later be joined to the Active Directory domain for authentication and centralized management.

e Machine name: PC1_MohamedYacineRiabi_AbdallahDridi
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Figure 3: Windows 10 client prepared for domain integration

c¢) Active Directory Domain Creation

Active Directory Domain Services (AD DS) is installed on the Windows Server. A new domain

named test.local is created, and the server is promoted to Domain Controller with DNS

configured automatically.

mam ccoucec

¥ Dashboard | Fia Active Directory Domain Services Configuration Wizard

i onee
b ONs

§ File and st
» s

i Remote Ac

D Remote De

| Local servef
& Alseners | Additic

Figure 4:

The NetSICS domain nams:

Verity the NetBIOS name assigred to

- o x TS -
Mo X

TARGET SERVER
PDC_MohamedYacineRisbi_AbdallahDridi ©

the domain and change it f ecessary

—

TS v

<Prevous

Next >

Creation of the test.local domain

< Network and Internet > Network and Sharing Center

v O

Search Control Panel

Views vour hacic netwnrk infarmatinn and cet un connections

i 2
| W b
ings {
saring Networking Internet
c 1s: [ Ethernetd
d Internet Protacal Version 4 (TCP/IPwd) Properties *
General
TH  You can get IP settings assigned automatically if your network supports X
this capability. Otherwise, you need to ssk your network sdministrator cess point.
r the appropriate IP settings.
B forth
i
B () Obtain an 17 address automatically ion.
E (®) Use the following IP address:
Obtain DNS server address automatically
(®) Use the fallowing DNS server addresses:
Preferred DNS server: 192 . 168 . 10 . 10
Alternate DNS server: ]
Sirewall [ validate settings upon exit Advanced...
Z_MOHAMEDYACI 1 Cancel fm 12/28

Figure 5: IPv4 network configuration on the

server



Windows System Administration Windows Server 2019

Windows IP Confi
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Figure 6: Verification of network configuration using ipconfig

3 Exercise 2: Active Directory Object Management

This exercise focuses on the management of Active Directory objects using the Active Directory
Users and Computers console. Organizational Units (OUs), user accounts, and computer objects

are created and verified within the test.local domain.

3.1 a) Creation of Organizational Units

The following Organizational Units (OUs) are created under the test.local domain in order
to logically organize users and administrative resources.

e services_informatiques_MohamedYacineRiabi_AbdallahDridi

e ressources_humaines_MohamedYacineRiabi_AbdallahDridi

o Administration_MohamedYacineRiabi_AbdallahDridi

Classe_A_MohamedYacineRiabi_AbdallahDridi
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Figure 7: Organizational Units created in the test.local domain

3.2 b) User Creation in services_informatiques

A user account named oussama riahi is created in the services_informatiques OU. To en-
force security best practices, the option User must change password at next logon is enabled.

T : : : | Mew Object - User ®
r Mew Object - User X A
L .
4 & Creanin:  inf . J YocineRiati_AbdalahDrid L : Creatwin:  testlocal/services_infomatiques_Mohamed Y acine
4 F'" name: 1 HI* DR 1 Palﬂluld -l.....l'..’. |
e ok Confim password: senssnsnsnnel |
Ful name |oussema OR. dai ' [] User must change password a next logan
[[] User cannot change passward |
User logen name it O rever
|nm|amanah l Stest local w L it '
H [] Account is deabled 3
Uiser logon name jpre-Windows 2000} ) 1
[TEST\ | [oussema.na
cBeck r— < ook Cance
|
Figure 9: Password change required at first
Figure 8: Creation of user oussama riahi logon

3.3 c¢) User Creation in Classe A

Student user accounts are created inside the Classe_A OU using their first and last names. Each

account is configured to require a password change upon the first authentication.
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Figure 10: Student user accounts created in the Classe_A Organizational Unit
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Figure 11: Student 1 creation
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Figure 12: Student 2 creation
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3.4 d) User Creation in ressources_humaines

A user account named aissa zeghabi is created in the ressources_humaines OU. The pass-

word policy is configured so that the password never expires.

Mew Object - User b

j!l Crealein:  test Jocal/resources_humaines_MohamedYacine Riabi_Abd

@ When you cick Finish, the following obect wil be created
€4

: Full name: aissa AZ zeghabi
M |Userlogon name: assa.zeghabi Stest local
g |The password never sxpres

<Back | Frish | Cance

Figure 13: User aissa zeghabi configured with a non-expiring password

3.5 e) User Creation in Administration

Two administrative user accounts are created in the Administration OU.

e Amira Ghalmi

e O0lfa Mabrouk
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Figure 14: Administrative user accounts created in the Administration OU

3.6 f) Joining the Windows 10 Client to the Domain

The Windows 10 client machine PC1_MohamedYacineRiabi_AbdallahDridi is configured with
appropriate IPv4 settings and joined to the test.local domain using domain administrator
credentials.

58 Centre Réseau et partage.

P & Connexions réseau

4 @ « Réscau ctintemet > Connexions réseau ~|® | Rechercher dans: Connexion., ©

Orgeniser ~  Désactiverd | @1 propriétés de Ethemet X - ™ @

g Gestion de réseau
Reéseau

W7 Intel(R) 82574L Gig

Propriétés de : Protocole Internet version 4 (TCP/IPv)

Général | Configuration altemative:

Lvent Etre déterminés automatiquement si e
s devez demander les paramétres TP

@ Obtenir une adresse TP automatiquement
O Utiiser [adresse 1P suivante :

Adresse 1P

Hasque de sous-résesu

Passerele par défaut :

@ Utiiser [adresse de serveur DS suivante

Serveur DNS préféré : 192.168. 1 . 10

Serveur DNS audiaire 8 .5 .38 .8

e e A A R

Figure 15: IPv4 network configuration of the Windows 10 client
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Figure 16: Windows 10 client successfully joined to the test.local domain

3.7 g) Verification of Client Computer Object

After joining the domain, the successful registration of the client machine is verified on the
Windows Server using the Active Directory Users and Computers console. The computer account
appears in the default Computers container.
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Figure 17: Client computer object visible in Active Directory

3.8 h) Authentication Test

A login attempt is performed on the Windows 10 client using the test account created in the

Classe_A OU. The successful authentication confirms correct user configuration and full domain

integration.

PC1_Yacine_Abdallah

Autre utilisateur

utilisateur

Fs(.test
CRTTTTEEN

Connectez-vous a TEST

Comment me connecter a un autre
domaine ?

Figure 18: Successful authentication using a domain user account
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4 Exercise 3: Group Policy Management

This exercise focuses on the implementation of Group Policy Objects (GPOs) to enforce security
restrictions and administrative controls across different Organizational Units (OUs) within the

test.local domain.

All GPOs follow the naming convention below:

GPO_<POLICY_NAME> MohamedYacineRiabi_AbdallahDridi

4.1 a) GPOs Applied to Classe A

The following GPOs are linked to the Classe_A Organizational Unit in order to restrict access

to system-level tools for student users.

e 2E X6 6D

(& Group Policy Management GPO_SEC_Restrictions_MohamedYacine_Abdallah Actions
v A 3
Q Forest test.local Scope Detals Settngs Delegation GPO_SEC_.. &
+ [& Domains
v 24 testlocal Links, More .. ¥
41/ Default Domain Policy Display finks in this location. testlocal - @

v [3] Administration_MchamedYacineRia | - The following sites. domains. and OUls are lnked to this GPO:
w4 GPO_Passwd_Rules | =
« 2] clesse SSRIEA MohamedVacineRiab || | Locaton Enforced Lk Enabled  Path
»h GPO_SEC_Restrictions_Mohame| &1 classe_SSRIEA_MochamedYacineRiabi_Abda . Yes Yes test Jocal/classe_SSRIEA_Mohamex

2] Domain Centrollers
5] resources_humaines_MohamedYacil
2] services_informatiques MohamedYe
} Group Policy Objects
5 WMI Filters
) Starter GPOs
{3 Sites o
i Group Policy Modeling
% Group Policy Results

Security Filtering
The settings in this GPO can only apply to the folowing groups, users, and computers:
Name

82 Authenticated Users

Add Remove Properiies
1
WMI Filtering
This GPO i inked 1o the folowing WMI fiker:
none> -

Combaing mnrs artinne that ram ha nafnrmed

Figure 19: Group Policy Objects linked to the Classe_A Organizational Unit
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Disable Command Prompt

1] GPO_SEC_Restrictions_MohamedYacine_Abdallsh [PDC_MOHAMED| 5 prevent access to the command prompt

& Computer Configuration
~ g User Configuration
~ [ Policies
5 1 Software Settings
» [ Windows Settings

[F}] Prevent access to the command prompt

PreviousSetting | Next Setting

(O NotConfigured ~ Comment:

~ ] Administrative Templates: Policy definitions (ADMX files) @ Enabled

» [Z] Control Panel
» (7] Desktop
» (2] Network
(2] Shared Folders
» (] Start Menu and Taskbar
v ] System
7 Ctrl+Al-Del Options
L Display
(] Driver Installation
| Folder Redirection
“| Group Policy
» [ Intemet Communication Management
. Locale Services
3 Logon
| Mitigation Options
[ Power Management
.1 Removable Storage Access
| Seripts
3] User Profiles
» 7] Windows Components
All Settings
1 Preferences

O Disabled

Supported on: ("¢ jaast Windows 2000

Options: Help:

3‘::" the command promet sript processing command prompt, Cmd.exe. This policy setting also
No v

that a setting prevents the action.

run Cmd.exe and batch files normally.

scripts, or for users that use Remote Desktop Services.

This policy setting prevents users from running the interactiv

determi

whether batch files (.cmd and .bat) can run on the computer.
If you enable this pelicy setting and the user tries to open a
command window, the system displays a message explaining

If you disable this policy setting or do not configure i, users ¢

Note: Do ot prevent the computer from running batch files
the computer uses logon, logaff, startup, or shutdown batch

=

Figure 20: GPO configuration preventing access to the Command Prompt (cmd.exe)

Disable Control Panel and Settings

oo 2@z Hm Y

./ GPO_SEC_Restrictions_MohamedYacine_Abdallah [PDC_MOHAMED
& Computer Configuration
~ i User Configuration
w [ Policies
> ] Software Settings
» 1 Windows Settings
w ] Administrative Templates: Policy definitions (ADMX files]
» | Control Panel
5> ] Desktop
» [ Network
(1 Shared Folders
» [ Start Menu and Taskbar
» [ System
» (] Windows Components
7 Al Settings

B Prohibit access to Control Panel and PC settings

a Prohibit access to Control Panel and PC settings.

Previous Setting Next Setting

I

O NotConfigured ~ Comment:

@ Enabled
O Disabled

Supported on: [ 4t leact Windows 2000
Options: Help:

5 (2 Preferences

Disables all Control Panel programs and the PC settings app.

This setting prevents Control.exe and SystemSettings.exe, the
program files for Control Panel and PC settings, from starting
@ result, users cannot start Control Panel or PC settings, or rur
any of their items.

This setting removes Control Panel from:
The Start screen
File Explorer

This setting removes PC settings from:
The Start screen

Settings charm

Account picture

Search results

If users try to select a Control Panel item from the Properties
item en a context menu, 2 message appears explaining that a
setting prevents the action.

Figure 21: GPO disabling access to the Control Panel and PC Settings
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Disable Registry Editing Tools

e amE Hm T

|/ GPO_SEC_Restrictions_MohamedYacine_Abdalish [PDC_MOHAMED
» % Computer Configuration
v i, User Configuration
~ [ Policies
| Software Settings
] Windows Settings
~ (] Administrative Templates: Policy definitions (ADMX files)
» (21 Control Panel
| Desktop
1 Network
“1 Shared Folders
» [ Start Menu and Taskbar
v ] System
_ Ctrl+Alt+Del Options
= Display
1 Driver Installation
| Folder Redirection
1 Group Policy
1 Intenet Communication Management
2 Locale Services
7 Logon
7 Mitigation Options
| Power Management
I Removable Storage Access
1 Scripts
| User Profiles
» [X] Windows Components
T AN Settings
1 Prefesences

8 Prevent access to registry editing tools

[} Prevent access to registry editing tools

Previous Setting | | Next Setting

() NotConfigureg  Comment:

@ Enabled
() Disabled

Supported o ("5t least Windows 2000
Options: Help:

Disable regedit from running silenty? Disables the Windows registry editor Regedit.exe.
¥ you enable this policy setting and the user tries to start
Regedit.exe, a message appears explaining that a policy settir
prevents the action.

Yes -

¥ you di is policy setting or do figure i, usery
run Regedit.exe normally.

To prevent users from using other administrative tools, use ti
“Run only specified Windows spplications” pelicy setting.

Figure 22: GPO preventing access to registry editing tools

Disable PowerShell Execution

a an specified Wir

i E] Dean't run specified Windows applications

Previous Setting Mext Setting

|

O Mot Configured ~ Comment:
I (® Enabled Show Contents m] x

O Disabled il

Suppo| List of disallowed applications 1
Value |

1 Options: powershel exe
! powershel_jse exe

List of disallowed application: ‘ pwsh exe 2]

"

\
|
{
I
|
| 0K Cancel

Figure 23: GPO blocking execution of PowerShell (powershell.exe)

4.2 b) GPOs Applied to Administration

Security hardening and auditing policies are applied to administrative users.
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e xnm 6 Hm

|, Group Policy Management
~ £\ Forest: test.ocal
~ [ Domains
~ 3 testlocal
41/ Default Domain Policy
~ [&] Administration_MohamedYacineRia
1574 GPO_Passwd Rules !

GPO_Passwd_Rules_MohamedYacine_Abdallah
Scope Detals Settngs Delegation

Links

Display finks in this location: testlocal

Actions
GPO_Pass.. &
More... ¥

The following sites, domains. and OUs are linked to this GPO:

5> 2] classe SSRIEA_MohamedVacineRiab,
» (&) Domain Controllers
> [E] resources_humaines_MohamedYacil
=] senvices_informatiques MohamedYe
> [ Group Policy Objects
> [ WM Filters
» 3] Starter GPOs
> [ Sites
i Group Policy Modeling
2 Group Policy Results

Location Erforced
5] Administration_MohamedYacineRiabi_Abdala... Yes

Link Enabled

<

Path
test local/Administration_Mohamed|

Security Filtering
The settings in this GPO can only apply to the following groups. users. and computers:

Name
82, Authenticated Users

Add... Remove Properties

WMI Filtering

This GPO is Inkedto the folowing WMI fiker:

<none> - Open

Figure 24: Group Policy Objects linked to the Administration Organizational Unit

Password Policy Enforcement

roup Policy M

9 | Y I Dridi Actians
A Forest: testocal Linked Group Folcy Objects | Group Polcy Inhedtance  Delegation Administration_Mohamed.. ~
¢ [ Domains .
v 3 testiocal Link Order GPO Enforced  Link Enabled GPO Satus WM Fit More Actions b
i/ Default Domain Policy
2] Administration_Mchar
w (4] classe_SSRIEA_Moham
= GPO_SEC_Restrictit
» (@] Domain Controllers
» @) resources_humaines_h
» &l services_informatiques
» [ Group Policy Objects New GPO *
» iy WM Filters
» L Starver GPOs. Name:
» [ Sites |GP0_Pmd_Rm:_Mm.sd\«m_Mui
5t Group Policy Medeling
12 Group Policy Results Source Statter GRO: )
fnone) bl
o

Figure 25: Creation of password policy GPO for administrative users
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1] GPO_Passwd_Rules MohamedYacine_Abdallah [

~ & Computer Configuration
~ [ Policies
5 ] Software Settings
v [] Windows Settings
» ] Name Resolution Policy

= Seripts (Startup/Shutdown)

> 1 Deployed Printers
v [ Security Settings
~ 3§ Account Policies

» 38 Kerberos Policy
> @ Local Policies
> @ Eventlog
> g Restricted Groups
> [ System Services
» [@ Registry
> [ File System

» Eaf Wired Network (IEEE 802.3) Pol
» [] Windows Defender Firewall wi
] Network List Manager Policies
i Wireless Network (IEEE 802.11)

[ Public Key Policies

> alll Policy-based QoS

» ] Administrative Templates: Policy defiy

Account Lockout Policy

) Software Restriction Policies
] Application Control Policies
& 1P Security Policies on Active T
» 1 Advenced Audit Policy Config)

Policy

Policy Setting

=] Minimum password length Properties
Security Policy Seiting Explan
5 Minemum password length

[ofol Tl

“| [ Define this policy setting
Password must be af least

[A_T%] rann

I

?

X

Hecly

Figure 26: Minimum password length set to

12 characters

Screen Lock

After Inactivity

v & Computer Configuration
w [ Policies
» ] Software Settings
~ [ Windows Settings
» ] Name Resolution Policy
=) Seripts (Statup/Shutdewn)
» mm Deployed Printers
~ [ Security Settings
v [ Account Policies
» A Password Policy
3 Account Lockout Policy
3 Kerberos Policy
» Local Policies
> @ Eventlog
» [ Restricted Groups
> [ System Services
» [@ Registry
> L@ File System
» £ Wired Network (IEEE 802.3) Pol
» [ Windows Defender Firewall wil|
7 Network List Manager Policies
> [ Wireless Network (IEEE 802.11),
» [ Public Key Policies
» [1] Seftware Restriction Policies
>
>

(e

| Application Control Policies
&, 1P Security Policies on Active T
» 21 Advanced Audit Policy Config|
>l Policy-based QoS

> [ Administrative Templates: Policy defil

£

Maximum password age Properties
Securty Polcy Seting  Explain
a Maximum password age
4 Define this policy seting

Password wil expire in
0 [en

o] o

Figure 27: Maximum password age set to 60

ays

4] GPO_Passwd_Rules MohamedYacine_Abdallah [|
> & Computer Configuration
w 4l User Configuration
~ [1 Policies
» 2] Software Settings
» ] Windows Settings
~ (1] Administrative Templates: Policy defir
~ 2] Control Panel
| Add or Remove Programs
| Display
" Personalization
[ Printers
21 Programs
» [] Regional and Language Optios|

®) Enabled

Options:

O Disabled

& Screen saver timeout

m Screen saver timecut

O NotConfigured  Comment:

Supported on:

Previous Setting

Mext Setting

At least Windows 2000 Service Pack 1

Help:

] Desktop

] Network

7| Shared Folders

1 Start Menu and Taskbar

(] System

» [ Windows Components
%, Al Settings

> [ Preferences

saver

Seconds:

300

MNumber of seconds to wait to enable the screen

<F]

saver s launched.

circumstances:

- The wait time is set to zero.

|program on the client.

Specifies how much user idle time must elapse before the screen | A

When configured, this idle time can be set from a minimum of 1
second to a maximum of 36,400 seconds, or 24 hours. If set to
zero, the screen saver will not be started.

This setting has no effect under any of the following

= The setting is disabled or not configured.

- The "Enable Screen Saver” setting is disabled.

- Neither the “Screen saver executable name” setting nor the
Screen Saver dislog of the client computer's Personalization or
Display Control Panel specifies 8 valid existing screen saver

| o

][t [ |

Figure 28:

Screen saver enforced after 5 minutes of inactivity
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Disable Local Administrator Account

(4 GPO_Passwd_Rules MohamedYacine Abdallah ||| policy Policy Setting
~ & Computer Configuration =5
~ [1] Policies Accounts: Administrator account status Properties T X
4

» ] Software Settings
w ] Windows Settings
> [] Name Resolution Policy
=] Seripts (Startup/Shutdown)
> mm Deployed Printers
v [ Security Settings
» 3 Account Policies
- j Local Policies
» & Audtt Policy
> i User Rights Assignment
» J Security Options
» 4 Eventleg
» ['@ Restricted Groups
& System Services
» @ Registry
» @ File System
» [a/ Wired Network (IEEE 802.3) Pol
» [ Windows Defender Firewall wil
| Network List Manager Policies
5 Ea Wireless Network (IEEE 802,11)
» [ Public Key Policies
» [ Software Restriction Policies
>

£

Secunty Policy 5eting  Explain
a Accounts: Administrator account status

£

L

£

[] Defie this poicy settng:
() Enabled
(@ Disabled

&5 @5 &5 &% g% @5 @5 &5 05 &5 @5 §

£

=) Application Control Policies
' IP Secunty Policies on Active C
» [ Advanced Audit Policy Config
> ol Policy-based QoS
» 7] Administrative Templates: Policy defir

&= @ ¢ &7 &5 &

-

ok ]| concs || oy

£

Figure 29: Local administrator account disabled via Group Policy

Audit Policy Configuration

] Seripts (Startup/Shutdown) A || policy Policy Setting
» mm Deployed Printers o
~ [ Security Settings Audit account logon events Properties 7 b4
» 38 Account Pelicies =1

v 3 Local Policies
3 Audit Policy

Securty Policy Setting  Explain
> @ User Rights Assignment
> & Security Options

a At accourt logon everts
» i Eventlog

i Restricted Groups G| [ Dol thoms policy mlline
d System Services - Audt these attempta-
» [ Registry [ Success
» (@ File System
» fal Wired Network (IEEE 802.3) Faiure
» 2 Windows Defender Firewall

] Metwork List Manager Polic

» [l Wireless Network (IEEE B02.
» [ Public Key Policies

= Software Restriction Policie

. Application Control Policie
B, 1P Security Policies on Actin

3 Advanced Audit Policy Cor
~ [ Audit Policies

» 33 Account Logon

» G Account Managem:
> 3 Detailed Tracking
> 3 DS Access
» 34 Logon/Logoft
» 4 Object Access ITI Canesl Aok
» Policy Change

5 §F &

£

€ W v o~

]

Figure 30: Audit policy enabled for account logon failures
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Policy Policy Setting
oo, Audit sccount logon events Failure

. Audit account management Mot Defined

—=, Audit directory senice access Mot Defined

2z Audit logon events Success, Failure
o Audit object access Mot Defined

. Audit policy change Success, Failure
<o, Audit privilege use Success, Failure
4, Audit process tracking Met Defined

<, Budit system events Success, Failure

Figure 31: Configured audit policies for security monitoring

4.3 c¢) GPOs Applied to ressources humaines

User interface and network configuration restrictions are applied to HR users.

e znm X6 Hm

L&, Group Policy Management GPO_Access_Mngmt_MohamedYacine_Abdallah Actions
v £ Forest testlocal Scope Detads Settings Delegation = .
v (% Domains
v 54 testlocal Links More ... b
41/ Default Domain Policy Display inks i this location: testlocal v
(5] Administration_MohamedYacineRia | The following stes. domains. and OUs are Inked to this GPO:
58 GPO_Passwd_Rules ! =
+ [&] classe_SSRIEA_MohamedVacineRiab|| | Location Enforced  Link Enabled Path
58 GPO_SEC_Restrictions_Mohamed| | & resources_humaines_MohamedYacineRiabi_.. Yes Yes test local/resources_humaines_Moh
> [&] Domain Controllers
v (3] resources_humaines_|
s GPO_Access Mngmt_Mohamed|
2] senices_informatiques MohamedYe
> [ Group Policy Objects
> 3 WMIFilters
> [ Starter GPOs < >
> L@ Sites - .
Ji Group Pelicy Modeling Security Filtering
[ Group Policy Results The settings inthis GPO can only apply to the folowing groups. sers. and computers:
Name -
82 Authenticated Users
Add Remove Propeties
WMI Fitering
Tris GPO s inked to the folowing WHI fiter:
<none> ~ Open
< >

Figure 32: Group Policy Objects linked to the ressources_humaines Organizational Unit
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Restrict Network Connection Properties

4 GPO_Access Mngmt_Mohamec
» M Computer Configuration
~ i User Configuration
~ [ Policies
» ] Software Settings Edit
» [ Windows Settings ) Mot Configured ~ Comment:
w 7] Administrative Temp | Req;
| Control Panel || Atle| @ Enabled
| Desktop ) Disabled
- [ Supported on: [ 1y lgast Windows 2000 Service Pack 1
=] Offline Files || chan
2 Windows Cor | <OP

n & Prohibit access to properties of a LAN connection o x

Proh
LAN| =1 Prohibit access to properties of 3 LAN connection Previcus Setting Next Setting

9 Shared Foiders || | OPton= i
> [ StartMenuand T|| g o
5 [ System o Determines whether users can change the properties of a LAN -
» (1] Windows Compe | Loca connection.
[ AN Settings dialg This setting determines whether the Properties menu item is
» ] Preferences " enabled, and thus, whether the Local Area Connection Properties
phan dialog box is available to users.
g:: ¥ you enable this setting (snd ensble the “Enable Network
Prop [« settings for i " setting), the Properti
disal menu items are disabled for all users, and users cannot open the
cann Local Ares Connection Properties dislog box.
Cond Important: If the “Ensble Netwaork Connections settings for
. Administrators” is dissbled or not configured, this setting will not
Coﬁ apply to administrators on post-Windows 2000 computers.
::: If you disable this setting or do not configure it, a Properties
a menu item appears when users right-click the icon representing
v 2 LAN connection. Also, when users select the connection,
Properties is enabled on the File menu.
¥ v

Figure 33: GPO preventing access to network connection properties

Lock Taskbar

./ GPO_Access Mngmt_Mohamec

» & Computer Configuration m

* 1 Uewr Conigmation IS] Lock the Taskbar
~ ] Policies

» [ Software Settings

> ] Windows Settings || R (O Not Configured ~ COmment:

~ ] Administrative Temp | At

& Lock the Taskbar m} x

Previous Setting Next Setting

» 1 Control Panel || oF ® Enabled
» [ Desktop O Disabled
va Zmlk iy D Supported o' [ A¢ eact Windows Server 2003 operating systems or Windows XP Professional
2 Offiine Files || wi
3 Windows Cor | ™ .
. : Help:
7 Shared Folders || 1 Opticns ¥
» ] StatMenuandT |, -
» B System b This setting nﬂe:ls the taskbar, which is used to switch between
1 Windows Compe| 44 running applications.
f All Settings th The taskbar includes the Start button, list of currently running
» 1] Preferences b tasks, and the notification area. By defautt, the taskbar is located
e atthe bottom of the screen, but it can be dragged to any side of
by the screen. When it is locked, it cannot be moved or resized.
¥ If you enable this setting, it prevents the user from maving or
P resizing the taskbar. While the taskbar is locked, auto-hide and
: other taskbar options are <till available in Taskbar properties.
otf # you disable this setting o do not configure it, the user can
- configure the taskbar position,
¥ Nete: Enabling this setting also locks the QuickLaunch bar and
nq any other toalbars that the user has on their taskbar. The
« toolbar's position is locked, and the user cannot show and hide
" various toolbars using the taskbar context menu.
o
an
ha
< 5[\ gl oK Cancel

Figure 34: Taskbar locked using Group Policy
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Disable Power Options i

n Start Menu

4] GPO_Access Mngmt_Mohamec

» % Computer Configuration
~ i, User Configuration
~ ] Policies
| Software Settings

h & Remove and prevent access to the Shut Down, Restart, Sleep, and Hibernate commands
Res
Shy F=) Remove and prevent access to the Shut Down, Restart, Sleep, and Hibemate commands.
Hiby

Previcus Setting | | Next Setting

- Windows Settings Edit
~ i . .
> 3 Corot b | e Ot Configureg G
| Desktop Al @ Enabled
~ [ Network .
“ Network Con ?:n‘ oLz
1 Offine Fles || frof Supported on: | At lesst Windows 2000
1 Windows Cor|| <01
1 Shared Folders || o1
» ] StatMenu and T|| |y, Options: Help:
] System not|
|| Windows Compe | Wir/ ‘ This policy setting prevents users from performing the following |~
%, All Settings pert ‘commands from the Start menu or Windows Security screen:
| Preferences Shut Down, Restart, Sleep, and Hibemate. This policy setting
- N il d_us not prevent users Ir_orn running Windows-based programs

Figure 35: Shutdown, restart, and sleep options removed from Start menu

4.4 d) Group and Privilege Management in services_informatiques

Administrative privileges are centralized using a dedicated security group.

Creation of IT Group

g3 1 Corr
H File Action ‘View Help [
Temed| 2 0[N~

= Select G N
i — Active Directory Users and C| roups
3 Saved Queries Selact this aljact typa:
v 34 testlocal
] Types...
» &l Administration_Maoha | Object Types
] Builtin FFrom this locaton:
| » @] classe_SSRIEA_Mohar |badlncd .
-] Computers
» [ Domain C | Enter the object names to sslect (zxamples):
| ForeignSecurityPrinci | [Doman Adming.DHCP Admeistratoes. Hyper-V Admiristratons| Check Names
-] Managed Service Acc
» @l resources_humaines_
i) senvices jnformatio | [psanced,. oK —
» [ Users
This list displays only groups from the local domain
OK Cancel Apply
£ Ll

Figure 36: Creation of the it-group security group
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Assignment

m

of Privileged Groups

i
fo

ih

| L4

Mame Type Description
ﬂt-grnup Securty Group...
- |
it-group Properties [ x
General Members Member Of  Managed By
Member of:
Mams Active Dictory Domain Services Folder
DHCP Administra... lestlocalLisers
Domain Admins lest local Users
Hyper-V Admirestr.. lest local/Builtin
Thiz list displays only groups from the cument domain and groups maintained
in the Global Catalog, such as universal groups
Oms T T e

Figure 37: Privileged groups added as members of it-group
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User Membership Assignment

File Action View Help

o 2@ i/0XODE= BHm ATEaTih

— Active Directory Users and Com|| pame Type Description
- f::ld Q'I""'“ B2 it-group Security Group...
v 4 testloca
.
2| Administration_Mohame ‘ _ou:uma ot s
| Builtin oussama ORL riahi Properties ? X
4 classe SSRIEA_Mohamec
| Computers Remaote control Remote Desktop Services Profile COM+
2| Domain Controllers General Address Account Profile Telephones  Ovganization
| ForeignSecurtyPrincipal: Memier OF Dial+in Environment Sessions

| Managed Service Accouw

5 Mamber of
4| resources_humaines_Mo
2| services_informatiques_b Name Active Direciory Doman Services Folder
| Users Domain Users test Jocal Users
t-group test local ‘services _informatiques_Mohamed'Yac
Add... Remaove
€ >
Primary group Domain Users |_
ot P “ There & no need to change Primary group unless
<8 Fnmany SOUR - oy have Macintosh clients or PO S1X comlian
applcations.
& DN

Figure 38: User oussama riahi added to the it-group

5 Exercise 4: DHCP Configuration

This exercise focuses on configuring the Dynamic Host Configuration Protocol (DHCP) service
on Windows Server 2019 to automatically assign IPv4 network parameters to domain clients
within the test.local infrastructure.

5.1 a) DHCP Role Installation and Scope Creation

The DHCP role is installed on the Windows Server. A new DHCP scope is created and named
according to the required convention.

e Scope name: dhcp MohamedYacineRiabi AbdallahDridi
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2

File Action \View Help

o am @ Gc|Hm D

2 DHCP
v § pdc_mohamedyacineriabi
v | 1P
-4 Server Options
J| Policies
¥| Filters
B IPv6

Figure 39: Creation of the DHCP scope on Windows Server

Io Add a Scope

Ascope
configut New Scope Wizard

Tosddd  Scope Name
You have to provide an identfying scope name. You also have the aption of providing
For mony & description

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network

Name pm_mr‘mmmnm_mmnm

Description: I

ok [R] o

5.2 b) DHCP Management Console

The DHCP service is managed using the DHCP Management Console, accessible from the Server

Manager tools.

5.3 c¢) IPv4 Address Range Definition

An IPv4 address range is defined to specify the pool of addresses that can be dynamically

assigned to client machines.
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Mew Scope Wizard

IF Address Range
Tou define the scope address range by identifying a set of consecutive IP addresses,

Configuration settings for DHCP Server
Enter the range of addresses that the scope distibutes.
Start IP address: [ 192168 10 . 1]

End IF address: |1s:: 168 . 10 . 254

Configuration seftings that propagate to DHCP Clent

Length: 24
Subret mask: [255.255.25&_ 0

T e ==

Figure 40: Definition of the IPv4 address range for the DHCP scope

5.4 d) Exclusion of IPv4 Addresses

Specific IPv4 addresses are excluded from the scope to prevent them from being assigned dy-

namically.
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| Mew Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. I you want to exclude a single
address, fype an address in Start IP address only

Start IP address End IP address:

e A

Encluded address range:
192 168.10.1 1o 1592 168.10,10

<Bock [ Mea> ]| Cance

Figure 41: Excluded IPv4 address range within the DHCP scope

5.5 e) DHCP Lease Duration Configuration

The DHCP lease duration is configured to a fixed period of three (3) days.

Lease Duration

MNew Scope Wizard

Thi kease duration spacifies how long a client can use an P address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobde networks that consist mainly of
portable computers or dalup chents, shorter lease durations can be weeful.

Likewise, for a stable network that conssts mainly of deskiop computers at fioed
locations, longer kease durations are mare approprisle,

Set the duration for scope leases when disinbuted by this server
Limited to:

Days Hours Mirutes

[ 35 | P | o

<Back [ Mea> ]| Conce

Figure 42: DHCP lease duration set to three days
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5.6 f) Default Gateway Configuration

A default gateway (router) IPv4 address is defined and distributed automatically to DHCP

clients.

Mew Scope Wizard

Rowter (Defaull Gateway)
You can spechy the muters, or defaull galeways, to be distibubed by this scope.

To add an P address for a router used by clents. enler the address below

IP address:
| .

152.168.10.1

s

< Back Hea > Cancel

Figure 43: Default gateway configured for DHCP clients

5.7 g) Domain Name Distribution

The domain name test.local is configured as the default DNS domain distributed to DHCP

clients.
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Mew Scope Wizard

Domain Mame and DHS Servers

The Doman Mame System (UNS) maps and translates domain names used by chenta
on your mebwork

You can specify the parent domain you want the chent computers on your network to use for
DNS name resolution

Parert domain: | el

To configure scope clents to use DNS servers on your network, enter the P addresses for those
BEMVErS

Server name IF address

192.168.122.59

s

TN

Figure 44: Distribution of the test.local domain name via DHCP

5.8 h) Client IPv4 Configuration Verification

On the Windows 10 client machine, network parameters are obtained automatically via DHCP.
The assigned IPv4 configuration is verified using the ipconfig /all command.

suf

Figure 45: IPv4 configuration successfully assigned to the Windows 10 client
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5.9 i) Verification of DHCP Client Leases

On the DHCP server, connected client machines are verified through the active lease list.

$ DHCP
File Action View Help
|2 4= D

' QHCP Client IP Address Mame Type
v F’f“ﬁ)"‘:ha""d‘f“"‘e”“"-abd""”‘d”“‘ 1192.168.10.11 PC1-MohamedYacineRiabi-AbdallshDriditest.ocal  DHCP
v &P

.4 Server Options
w (| Scope[192.168.10.0] dhep_Moha
i Address Pool
7 Address Leases
=| Reservations
., Scope Options
Policies
il Policies
¥ Filters
B IPvE

Figure 46: Active DHCP leases displayed on the server

5.10 j) DHCP Reservation Configuration

A DHCP reservation is created to assign a fixed IPv4 address to the Windows 10 client based
on its MAC address.

¥ DHCP
File Action View Help

o A EHGC | Hm &

@ DHCP

v § pdc_mohamedyacineriabi_abdallahdridi.test.local + 003 Router Standard 192.168.10.1

v B ‘”"“5 oot -] 006 DNS Servers Standard 192.168.122.59
4 Server Options o
v [] Scope [192.168.10.0] dhcp_MohamedYacineRiabi_AbdallahDridi £/ 013 DNS DamainName  Standard testlocal

it Address Pool
7 Address Leases

Option Name Vendor Value

v = Reservations
« [192.168.10.11) PC1-MohamedVacineRiabi-Ak iditestlocal
Scope Options

2 Policies
4l Policies
¥| Filters

B IPve

Figure 47: DHCP reservation created for the Windows 10 client

6 Exercise 5: Windows Server Security Mechanisms

6.1 5.1 Backup Configuration and Recovery

This part focuses on implementing backup and recovery mechanisms using the Windows Server
Backup feature in order to ensure data availability and resilience.
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a) Installation of Windows Server Backup Feature

The Windows Server Backup feature is installed on the server to enable backup and recovery

operations.

ffa Add Roles and Features Wizard

Select features

-
4 mi

OE T APRR

Select one or more features to install on the selected server.

Features

| VM Shielding Tools for Fabnic Management
| WebDAV Redirector
] Windows Biometric Framework
Windows Defender Antivirus (Installed)
Windows Identity Foundation 3.5
Windows Internal Database (Installed)
Windows PowerShell (2 of 5 installed)
Windows Process Activation Service
Windows Search Service

indows Server Backupy
| Windows Server Migration Tools
Windows Standards-Based Storage Management
Windows Subsystem for Linux
| Windows TIFF IFilter
] WinRM IIS Extension
WINS Server
Wireless LAN Service
WoWed Support (Installed)
XPS Viewer (Installed

CEN

Amll

[ < Previous Next >

[m} x

DESTINATION SERVER
PDC_MonamedYacneRiabi_AbdallahDridi test local

Description

Windows Server Backup allows you
to back up and recover your
operating system, applications and
data. You can schedule backups, and
protect the entire server or specific
volumes.

[ Cancel

Figure 48: Installation of the Windows Server Backup feature

b) Backup Options Overview

The Windows Server Backup tool provides several backup options, including full server backup,

custom backup, and file or folder-level backup. For this exercise, a custom backup is selected.

c) Creation of Data Directory

A directory named data_MohamedYacineRiabi_AbdallahDridi is created to store data that will

be protected by the backup mechanism.
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i | = | Local Disk (C:) - [m]
« = 4 & * ThisPC » Local Disk (C) » v O Search Local Disk (C:
MName - Date modified Type
s Quick access
inetpub File folde
I Deskiop * pd
PerflLogs File folde
-‘ Downlozds of P'Ugfﬂm Fllﬂ le folde
= Documents * Program Files (x36) le folde
== Pictures * Users le fold:
i g File folde:
[ This PC Windows . . 2129 le fol
data_MochamedYacineRiabi_AbdallahDridi  12/29/2025 278 PM  File folder

ol CD Drive (D:) 555_X8¢

d Network

Figure 49: Creation of the data directory to be backed up

d) File Creation Inside Data Directory

A text file is created inside the data directory to simulate user data.

« Local Disk (C) » data_MohamedYacineRiabi_AbdallahDrid v

o
Marre Date modified

S

| | file_MohamedyacineRiabi_AbdallahDridi 1272972025 3:19 PM

Figure 50: Text file created inside the data directory

e) Backup Configuration

The backup is configured to include the data directory using the Windows Server Backup tool.
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m —]
Windows Server Backup (L
Db Local Backup I 1@ Backup Once Wizard * E
l 4 le
Select Items for Backup o
e
LRI Select the items that you want to back up. Selecting bare metal recovery will provide
Select Backup Configurat... you with the most options if you need to perform a recovery,
Mame -
Specify Destination Type uI::\dm_Mnhrn!d\’arineﬂiabi_ﬁbdallllwi
Cenfirmation
Backup Progress
L »|
s ]| Removeem:
| Advanced Settings
< Previous Next > Backup Cancel

Figure 51: Configuration of the backup job including the data directory

TR woadmin - [W e up Back

]
File Action View Help

o 2m Hm

W Windows Server Backup (L || ¢ Ba - n
W Local Backup -
Description: Last backup ) o
Backup location: E: g this application. Y Backup Schedule..
| VSSsettings VS Copy Backup ) Backup-30-12-2025_08-37-11 - Notepad - C
Status: Successful File Edit Format View Help
Status details Backed up C:\
Backed up (:\data_MohamedYacineRiabi_AbdallahDridi\
S 12/30/2025 1237 AM Backed up (:\data_MohamedYacineRiabi_AbdallahDridi\file_MohamedYacineRiab
End time: 12/30/2025 12:37 AM
Data transferred: 0 KB
htems
Name Status Data Transf.
= Comple.. OKB
<
- Windews (CRLF)  Ln1, Col1 100%
il
oK
3 ||«

Figure 52: Backup job details and confirmation

f) Deletion of the Data File

The previously created text file is deleted from the data directory to simulate data loss.
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g) Data Recovery Using Backup

The deleted file is restored using the Windows Server Backup recovery feature.

7 Rl

Back{ B Recovery Wizard x I
st
Recovery Progress kup Sch
kup On

-

Getting Started File recovery progress: chigurcP
Select Backup Date Status:  Completed.
Select Recovery Type ™
Select tems to Recover Recovery details: P
ftemns

Specify Recovery Options
Confirmation ltem Destimation Status Data transferred

_ Chdata_M... C)\data_MohamedYacineRiabi_Abdallah.. Completed. DKBof D KB

< »

To close the wizard, click Close — the recovery operation will continue to run in the background.
To view the progress of this operation, open the backup in progress message from the Windows:
Server Backup console.

< Previous Next > Close Cancel

Figure 53: Progress of the data recovery process

4 AE=
Description: File recovery . 5
ng this application. hedule...
Backup location: E: ? e E :‘:Uﬂ 506 e
. ckup Unce...

From backup:  12/30/2025 12:37 AM ule Wizard to set up a regul 16 Recover
Status: Successful
ey Configure Performanc...

Sartbme  12/30/2025 1239 AM e

£nd time: 12/30/2025 12:39 AM B e

Data transferred: 0 KB 7 FileRestore- 30-12-2025_08-39-52 - Notepad - o X

hems File Edit Format View Help

I N kesmr-ed C:\data_MohamedYacineRiabi_AbdallahDridi\file_MohamedYacineRiabi_Abdal
Name Destinat] - - - -

Ci\dota_Mo... C:\dats |

& ‘Windows (CRLF)  Ln1, Coll 100%

Figure 54: Successful recovery of the deleted file
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6.2 5.2 Firewall Configuration

This subsection focuses on configuring and managing Windows Defender Firewall rules to control

network traffic and enforce

following convention:

security policies. All firewall rules are named according to the

<RULE_NAME> MohamedYacineRiabi_AbdallahDridi

a) Firewall Status Verification

The status of Windows Defender Firewall is verified to ensure that the firewall is enabled and

actively protecting the system.

W Windows Defender Firewall with Advanced Security [

File Action View Help

&= || H

- RS RN Y Windows Defender Firewall with Advanced Security on Local Computer

‘ Windows Defender Frewal wih Advanced Securty provides netwark securty for Windows computers.

Overview -

Domain Profile is Active

@ Windows Defender Frewal is on

O Inbound connections that do nat match & e are blocked
@ Outbound connections that do not match a e are alowed
Private Profile

@ Windows Defender Frewal is on,

© Inbound connections that do nat match a e are blocked.
@ Outbound connections that do not match a e are alawed
Public Profile

@ Windows Defender Frewal is on

© Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a nule are alowed.

E) Windows Defendes Frewal Properties

Getting Started

Create connection secury nues 1o speciy how and when connections between compuers sre sutherticated and
protected by using Intemet Pratocel securty (IPsec)

B} Connection Securty Ruies

View and create firewall rules.
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Figure 55: Verification of Windows Defender Firewall status

b) ICMP Traffic Blocking

An inbound firewall rule is created to block ICMP traffic (ping requests), preventing network

reachability checks.
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Figure 56: Creation of a new inbound firewall rule for ICMP traffic
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Figure 57: ICMP rule action set to block

c) Blocking Web Browser Internet Access

Figure 58: Naming of the ICMP blocking rule

An outbound firewall rule is created to block internet access for a web browser (Google Chrome

/ Internet Explorer).
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Figure 59: Creation of outbound firewall rule for browser traffic
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Figure 60: Outbound browser traffic blocked

d) Blocking TELNET Traffic

rule

Name
| BLOCK_Explorer_Mohamed Yacine Riabi_Abdallah Drid|

Descrigtion loptional)

<tock |[Fh ][ concel

Figure 61: Naming of the browser blocking

An inbound firewall rule is created to block TELNET traffic on port 23.
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Figure 62: Creation of a new inbound firewall rule
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Figure 63: TELNET port (23) selected for blocking
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Figure 64: Inbound TELNET traffic blocked
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Figure 65: Firewall rule successfully blocking TELNET traffic

e) Blocking FTP Traffic

An inbound firewall rule is created to block FTP traffic on ports 20 and 21.
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Figure 66: FTP ports (20 and 21) selected for blocking
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Figure 67: Firewall rule blocking FTP traffic

f) Exporting Firewall Rules

The configured firewall rules are exported to a file to allow backup or transfer to another machine.
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Figure 68: Export of Windows Defender Firewall rules

g) Importing Firewall Rules

The exported firewall rules are imported into another machine, ensuring consistent security
policy enforcement across systems.

MU 13

: exported_fw_MohamedYacineRiabi_Abda... 12/30/

3 P PIE TOIgeT

51:13AM  WFW File 184 KB

name: | exported_fw_MohamedVacineRiabi_AbdallshDridi.wiw ~ | [Policy files ("wfw) v

Figure 69: Importing Firewall Rules
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7 Exercise 6: Active Directory Penetration Testing

This exercise presents a theoretical security assessment of the Active Directory environment
through the study of two common and realistic attack techniques: Kerberoasting and Pass-
word Spraying. These attacks were selected because they target different but complementary
aspects of Active Directory security. Kerberoasting focuses on weaknesses in service account
credential management within the Kerberos authentication protocol, while password spraying
exploits weak password hygiene and insufficient authentication monitoring across domain user

accounts.

e Kerberoasting and Password Spraying presentation

Both attack techniques are covered within the same presentation and were submitted via email
as part of the project deliverables.

8 Conclusion

Through this project, we implemented and secured a complete Windows Server 2019 infrastruc-
ture based on Active Directory. The environment covered core administration tasks including
domain deployment, user and group management, Group Policy enforcement, DHCP configura-
tion, backup and recovery mechanisms, and firewall hardening.

In addition, a controlled penetration testing exercise was conducted to demonstrate real-world
Active Directory attack scenarios and highlight common misconfigurations. This allowed us to
better understand both the offensive and defensive aspects of Windows Server security.

Overall, this project strengthened our practical skills in system administration and cybersecu-
rity, while emphasizing the importance of proper configuration, monitoring, and hardening of

enterprise Windows environments.
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