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Declaration and Safety Statement

This report was prepared for the Malware Analysis course at TEK-UP University as an
academic case study. The selected malware family is STX RAT / STXRAT, and the

selected sample is the installer-themed executable HWiNFO_Monitor_Setup.exe.

The sample must be treated as malicious. It must not be executed on a personal
computer, production system, shared network, or any machine that contains real
credentials. Any future execution must take place only in an isolated malware-
analysis virtual machine with a clean snapshot, disabled shared folders, restricted

clipboard sharing, and controlled network simulation.

\

This report separates four classes of evidence: direct local static evidence, public sandbox
evidence, public reputation evidence, and family-level research drawn from public report-
ing. A behavior is not described as locally observed unless the workspace contains local

screenshots, logs, or output files supporting that claim.



Abstract / Executive Summary

This report analyzes an STX RAT / STXRAT sample associated with the SHA256 hash
eefc0f986dd3eal376a4a54f80ce0dc3e6491165aefdd7d5d6005da3892ce248f. The filename

theme is HWiNFO_Monitor_Setup.exe, an installer-themed Windows executable.

The strongest local evidence is static. The collected artifacts identify the file as a
PE32 Windows GUI executable, 4,233,610 bytes, with Inno Setup metadata, setup-loader
strings, suspicious entropy in executable sections, an overlay, and imports consistent with
installer staging and loader-like behavior. peframe reports features including mutex, anti-
debug, packer, crypto, registry, token, and file-operation indicators. capa produced no

usable output and is therefore excluded from capability claims.

Local FLARE VM execution did not proceed: the on-host anti-malware engine detected
and blocked the sample before any payload behavior could be observed. As a substitute
for interactive dynamic analysis, an interactive ANY.RUN session was used, supported
by automated execution in Hatching Triage, CAPE, and FileScan. Public reputation
evidence from MalwareBazaar, VirusTotal, and Hybrid Analysis supports the malicious

classification and STXRAT association.

Key finding: the selected sample is best assessed as an installer-themed STXRAT
delivery or loader artifact. The evidence supports packing, setup-wrapper behavior,
decoy hardware-monitor Ul presentation, and PowerShell-staged execution. Live C2

contact, durable persistence, credential theft, and a recovered final payload remain

unconfirmed for this sample.

ii
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1 Introduction and Scope

1.1 Objective

The objective is to produce an evidence-driven academic malware-analysis case study for
the STX RAT / STXRAT family, focused on the selected installer-themed executable. The
analysis distinguishes what is directly supported by local artifacts from what is reported

by public sandboxes, public reputation services, or public family-level research.

1.2 Scope

The scope is limited to the sample identified by SHA256 eefc0f986dd3ea376a4a54f80ce
0dc3e6491165aefdd7d5d6005da3892ce248f. The report uses local static outputs under
output/static/, screenshots under figures/, public malware-intelligence pages, and
publicly available STX RAT research.

The report does not claim a successful local dynamic execution. The local FLARE VM
run was terminated by the host’s anti-malware engine before payload behavior could be
captured. Interactive dynamic evidence in this report therefore originates from a public
ANY.RUN sandbox session, with corroborating automated runs from Hatching Triage,
CAPE, and FileScan.

1.3 Evidence Model

Table 1.1: Evidence model used in this report

Evidence class Meaning Examples in this report
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Direct local

evidence

Public sandbox

evidence

Public reputation

evidence

Family-level

research

Analyst

interpretation

Produced or stored in the

project workspace

Generated by an external

sandbox execution

Multi-source malicious
labeling and YARA matches
Behavior described for STX
RAT as a malware family in
public reporting

Reasoned assessment based

on correlated evidence

peframe output, FLOSS
output, rabin
imports/exports, static
screenshots, local

pre-execution screenshots

ANY.RUN interactive
session, Hatching Triage,
CAPE, FileScan
MalwareBazaar, VirusTotal,
Hybrid Analysis

C2 cryptography, unpacking
routine, staged delivery

model

Loader hypothesis,
ATT&CK confidence levels,

defensive recommendations

1.4 Safety and Handling Rules

The sample remained inside a controlled malware-analysis environment. The intended

local execution method for the selected EXE was a user-launched installer launch in

a dedicated FLARE VM with host-only networking, a clean snapshot, and simulated

services. Because the local FLARE VM blocked execution at launch, no live malware
The ANY.RUN session was conducted in the vendor’s isolated

browser-mediated VM and produced the interactive screenshots used in Chapter 7.

ran on the local host.

1.5 Report Methodology

The methodology follows six steps:

1. identify the sample and verify hash, type, and metadata;

2. collect public reputation evidence for triage context;

3. inspect local static outputs for packaging, imports, strings, entropy, and loader

indicators;

4. attempt local FLARE VM execution; document the AV block and substitute with
an ANY.RUN interactive session;
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5. correlate the interactive ANY.RUN evidence with automated runs from Triage,
CAPE, and FileScan;

6. map supported behaviors to MITRE ATT&CK, produce IOCs, and derive defensive

recommendations.



2 STX RAT Background

2.1 Family Overview

STX RAT is a Windows remote access trojan with infostealer capability. Public reporting
first documented it on April 8, 2026 following attempted delivery against a finance-sector
environment in late February 2026 [3]. The family name derives from the Start of Text

byte 0x02, which is prefixed to command-and-control messages.

This chapter provides family-level research context. It explains how the malware family
is documented to operate in public reporting, but it does not convert those behaviors into
local findings for the selected HWiNFO_Monitor_Setup.exe sample unless later chapters

provide matching local or public-sandbox evidence.

2.2 Discovery and Campaign Context

Public reporting describes an initial browser-downloaded VBScript that writes and
launches a JScript stage through Windows Script Host. The JScript then downloads
archive content, extracts the next stage, and starts a PowerShell loader [3]. Later activity
has been linked to trojanized FileZilla installers. This is relevant context for the selected
case because the analyzed sample is also installer-themed, but the selected artifact is not

the same VBScript described in that public research.



STX RAT Malware Analysis 5

objFS0, objShell, strText, strTempFile, objFile

objFS0 = CreateObject("Scripting.FileSystemObject")

strTempFile = objFS0.GetSpecialFolder(2) & "\GoogleDriveSetup.exe.js"
objFile = objFS0.CreateTextFile(strTempFile, )

objFile.Write embeddedText
objFile.Close

objShell = CreateObject("Shell.Application")

objShell.ShellExecute "wscript.exe", """" & strTempFile & /elevated", ", “runas", 1

WScript.Quit

Figure 2.1: Public reporting screenshot illustrating the WScript-to-JScript initial-stage deliv-
ery chain. The image was retrieved from the public report using Invoke-WebRequest (procedure
documented in Appendix C) and is referenced here as family-level research context, not as local
evidence for the selected sample [3].

2.3 Delivery Chain

Reported STX RAT activity relies on social engineering and trusted-software themes. A
victim is encouraged to run content that appears tied to ordinary software, after which
the chain proceeds through script staging, archive extraction, an in-memory PowerShell

loader, unpacking, and C2-gated tasking.

Stage Reported command or action Evidence basis
Elevated script "C:\Windows\System32\wscript.exe""C: Family research
launch \Users\<Username>\AppData\Local\Temp\business-s [3]

tructure.xlsx.js"/elevated

PowerShell powershell.exe-Command" [Console] :: Family research
payload In.ReadToEnd () Invoke-Expression'| [3]

execution

Initial-stage 147.45.178[.161 Family research
download host [3]

Table 2.1: Family-level command lines and delivery indicators from public reporting. These
are not local command-line evidence for the selected EXE sample.
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Start-PayloadProcessor {
Initialize-RuntimeConfiguration —ConfigName "PayloadProcessor" -Properties
StartTime = Get-Date

1
1

$encodedPayload = $configurationString

if ( 1 :IsNullOrEmpty($encodedPayload)) {
Write-Warning '"No payload data provided"
return

$reversedPayload = ConvertFrom-ReversedString -InputString $encodedPayload

try {

$decodedPayload = ::FromBase64String($reversedPayload
}
catch {

Write-Error "Failed to decode payload data: $_"

return

$entry0ffset = 4592
Initialize-PayloadExecution -ImageData $decodedPayload -0ffset $entryOffset -RuntimeMode $ConfigurationMode

Start-PayloadProcessor -ConfigurationMode "Runtime"

Figure 2.2: Public reporting screenshot showing the PowerShell loader logic that pipes content
into Invoke-Expression via standard input. The image was retrieved via Invoke-WebRequest
(Appendix C) and is used to explain family-level in-memory staging [3].

2.4 Loader and Packing Behavior

Public reporting documents a loader /unpacking pattern that uses init and run exports,
XXTEA decryption, Zlib decompression, runtime API resolution, executable memory
allocation, and a transfer of execution into unpacked code [3]. This pattern matches the
static profile of the selected sample (installer wrapping, overlay data, elevated entropy
in executable sections, loader-relevant imports) but the correlation alone does not prove

that the same unpacking routine ran during analysis.

, 0X163Clu, & )i
(& , &V11, , 0X58F01u);
(0X1FF5154E);

{1 ), 0x5733EC35);
(hK 32, 0X758BD126);

(hKernel32, 0x32AC9136);
(0xBDA4B2CA) ;

= (hNtdll, 0x5A90917E);
teThread) (0LL, OLL, , al, 0, OLL);

tes, OXFFFFFFFFulLL,
return Ge
}

return result;

Figure 2.3: Public reporting screenshot of the documented STX RAT unpacking routine
(XXTEA / Zlib / runtime API resolution). Retrieved via Invoke-WebRequest (Appendix C);
referenced as research context for interpreting the local packing indicators in Chapter 6 [3].



STX RAT Malware Analysis 7

2.5 Capabilities

Public reporting describes STX RAT as supporting multi-stage unpacking, encrypted
strings, custom C2 cryptography, anti-analysis checks, hidden remote desktop functional-
ity, credential and cookie theft, crypto-wallet targeting, FTP credential access, persistence,
tunneling, and follow-on payload execution [3]. These are family-level findings and be-
come sample-level findings only when supported by this sample’s local static evidence or

by clearly labeled public sandbox evidence.

Credential collection is reported to be C2-gated and activated only after operator or
backend instruction [3]. This is consistent with the absence of credential-store activity in
the available evidence for the selected sample: without a successful C2 handshake, the
credential-theft path is never reached. It is not, however, proof that the capability is

absent from the binary.

E996A5E0+2101]

04 25 60 00 00 00
01

74

E8 04 FA FF FF
84 CO

74 20

BA DC 05 00 00
B9 F4 01 00 00
E8 89 Fé6 FC FF
8B C8

E8 CA D2 FC FF
B9 01 00 00 00
E8 00 AE FC FF

Figure 2.4: Public reporting screenshot of an anti-debug and process-name check used to detect
analysis environments. Retrieved via Invoke-WebRequest (Appendix C); explains family-level
anti-analysis behavior that may contribute to incomplete sandbox or VM execution [3].

2.6 C2 and Operator Control

The documented C2 channel uses a proprietary TCP protocol protected by X25519 key
exchange, Ed25519 key validation, and ChaCha20-Poly1305 encryption and authenti-
cation [3]. Reported infrastructure includes clearweb and Tor/onion endpoints, with
95.216.51[.]1236:31415 and yu7sbzk2tgm4vvb6qgvsqé4dwnwgctb6svendakbb2n3on
p46f42fcstid[.]onion listed at the family level. These indicators are useful for hunting;

this report does not claim that the selected sample contacted them.



STX RAT Malware Analysis 8

Public Channel

1. Alice and Bob agres
on public parameters =
QP p=23,g=5 ‘Q »
8 Alice / ' Bob
a=4d \ b=3

2. Alice combines her secret key (a) 3. Bob combines his secret key [b)
with the parameters and sends the with the parameters and sends the
resulting public key (A) to Bob resulting public key (B) to Alice

-r:',rc—j‘k—
Y A
B=5mod 23 = 10

4, Alice combines (B) 5. Bob combines (A)

with her secret key (a) with his secret key [b)

as-lu‘mouza-w a;:-i’nmd23=;8

6. Alice and Bob have a
shared secret!

Figure 2.5: Public reporting screenshot illustrating the family-level C2 key-exchange model
(X25519 / Ed25519 / ChaCha20-Poly1305). Retrieved via Invoke-WebRequest (Appendix C);
not local packet-capture evidence [3].

A relevant operator-control behavior is the execution of C2-supplied payloads, including
PowerShell content passed through standard input to a child PowerShell process. The
defensive implication is that the command line visible on the endpoint can be minimal

even when substantial script content is being executed through a redirected pipe.
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artupInfo.dwFlags |= 0x100u;
artupInfo.
artupInfo.
artupInfo.

OLL,
OLL,

1,
0x8000000,
OLL,

Figure 2.6: Public reporting screenshot showing fileless PowerShell execution through redi-
rected standard input. Retrieved via Invoke-WebRequest (Appendix C); included as family-
level operator-control context, not as local command-line evidence [3].

2.7 Impact

If fully deployed, STX RAT creates serious operational risk: remote operator control,
credential exposure, browser-session theft, wallet theft, FTP credential compromise, hid-
den desktop interaction, proxying, persistence, and follow-on execution. For defenders, a
cleaned endpoint may still require credential rotation and session invalidation if credential

access or successful C2 tasking is confirmed by endpoint telemetry.



3 Sample Identification

3.1 Selected Sample

Table 3.1: Selected sample metadata

Field Value

Filename theme HWiNFO_Monitor_Setup.exe

Local analysis sample.exe

name

SHA256 eefc0f986dd3ea376a4a54t80ce0dc3e6491165aefdd7d5d600
5da3892ce248f

SHA1 02a53d660332c¢25af623bbb7df57c2aad1b0b91b

MD5 cdc459a866361463d719bc89622300£3

File size 4,233,610 bytes

File type PE32 executable (GUI), Intel 80386, Windows, 11
sections

MalwareBazaar STXRAT

signature

imphash 88016fcdef7f227c62171d0afad9aaed

3.2 Source and Chain of Custody

The sample was obtained from public malware-intelligence sources. MalwareBazaar
records the selected hash under the STXRAT signature; the workspace contains cor-
roborating screenshots from MalwareBazaar, VirusTotal, Hybrid Analysis, ANY.RUN,
Hatching Triage, CAPE, and FileScan. The local static workflow refers to the file as
sample.exe (analyst-assigned filename), while the public filename theme is HWiNFO_Mon

itor_Setup.exe.

10
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3.3 Hash Verification

Local Static Verification Evidence

Local analysis name: sample.exe

SHA256: eefcof986dd3ea376a4a54f80ce@dc3e6491165aefdd7d5d6005da3892ce248f
SHA1: 02a53d660332c25af623bbb7df57c2aad1bebolb

MD5: cdc459a866361463d719bc89622300f3

File type: PE32 executable (GUI), Intel 80386, for MS Windows, 11 sections
File size: 4,233,610 bytes

Derived from collected local hash verification screenshot and output/static/peframe_output.txt.

Figure 3.1: Local hash and file-type verification panel produced from sha256sum, shalsum,
md5sum, and file. Confirms the analyzed binary identity, PE32 GUI executable classification,
and file size against the metadata table above.

The local hash values match the SHA256, SHA1, and MD5 values used in all public-
platform correlation. The static workflow therefore operates on the intended sample.

Hash verification confirms identity only; it carries no behavioral implication.
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3.4 File Type and Metadata

ware$ file sample.exe

cutable (GUI) Intel 80386, for MS Windows, 11 sections

3/ malis

ExifTool Version
File Name
Directory

File

File Modification Date/Time

File Access Date/Time

File Inode Change Date/Time

File Permissions

'pe Extension
MIME Type
Machine Type
Time Stamp
Image File Characteristics
PE Type
Linker Version
Code Size
Initialized Data
Uninitialized D
Entry Point
05 Version
Image Version

File 05
Dbject File Type

File Version
Copyright
Original File Name

Product Version

]

: Win32

vare$ exiftool sample.exe

13.50

: sample.exe

ion/octet-stream
or later, and compatibles
26:02:11 11:40:27+00:C
table, 32-bit

: 2.25

: 726016

178688

xbletd
1

8.8
: 6.1
: Windows GUI
: B.6.0.0

0.0.0.0

(none)

xecutable application

: Neutral

¢ Unicode

: This installation was built with Inno Setup.
: CPUID

: HWiNFO Monitor Setup

: HWiINFO Monitor

1.63

Figure 3.2: Local PE metadata showing version information consistent with an Inno Setup-
built installer. Supports the installer-wrapper interpretation pursued in Chapter 6.

peframe reports a PE32 GUI executable with image base 0x400000, entry point Oxb1e60,
timestamp 2026-02-11 11:40:27, 11 sections, and DLL: false. The version block contains
the comment “This installation was built with Inno Setup,” the file description “HWiNFO
Monitor Setup,” and the product name “HWiNFO Monitor.” This metadata is consistent

with a legitimate-looking hardware-monitor installer theme but can be trivially forged in

any PE.
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3.5 Initial Classification

The sample is handled as a malicious installer-themed delivery artifact associated with
STXRAT. The classification rests on the MalwareBazaar STXRAT signature for this exact
hash, the local Inno Setup and packing indicators, and the corroborating multi-engine

detections in Chapter 5. AV labels alone are not treated as exact family proof.

3.6 Evidence Boundaries

No evidence in the workspace proves credential theft, durable persistence, recovered final
payload bytes, or live C2 contact specifically attributable to this sample. Those remain
either family-level research or public-sandbox observations until matching local telemetry

is collected.



4 Laboratory Environment

4.1 Lab Architecture

The lab was a two-VM model: a Windows FLARE VM intended for sample execution and
instrumented network capture, plus a Linux service-simulation host. The local execution
attempt did not yield runtime telemetry because the FLARE VM’s on-host anti-malware
engine detected the sample at launch and blocked it before any payload code could run.
Pre-execution preparation evidence (Process Explorer baseline, Procmon filter setup) is
retained as local lab context; interactive dynamic evidence in Chapter 7 originates from
an ANY.RUN session conducted as a substitute.

4.2 Isolation Model

The intended isolation model used host-only networking, no production internet routing,
no shared folders containing personal files, no real credentials, and a clean snapshot for
rollback. The ANY.RUN session was conducted in the vendor’s isolated browser-mediated

VM, which prevents lateral exposure to the host or local network.

4.3 Tool Inventory

Table 4.1: Tool inventory and evidence status

Tool / source Purpose Evidence status

MalwareBazaar Sample identity, signature, Screenshots present

vendor and sandbox links

VirusTotal Public multi-engine Screenshots present

detection and relations

14
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Hybrid Analysis

ANY.RUN

Hatching Triage

CAPE

FileScan

peframe

rabin2

FLOSS / strings

capa

Procmon (local)

Process Explorer
(local)
FakeNet-NG /
INetSim
Wireshark,
Regshot,

Public verdict and

threat-score summary

Interactive sandbox
execution (used as
substitute for blocked local

run)

Automated sandbox

execution

Automated sandbox

execution

Emulation and indicator

summary

PE metadata, packer,
anti-debug, crypto, imports,
entropy

Imports and exports
Extracted strings and

installer artifacts

Capability triage

Local process, file, registry,

thread telemetry

Live process tree

Simulated network services

Local telemetry

Screenshot present

Screenshots present

Screenshots present

Screenshots present

Screenshot present

Text output and

screenshot present

Text output and
screenshot present
Text output and
screenshot present
Output file present but
empty; excluded from
analysis

Filter configured; no
events captured (AV
block)

Baseline screenshot only
(AV block)

Not engaged (AV block
prevented execution)

Not collected (AV block)

Autoruns, Sysmon

4.4 Snapshot and Rollback Strategy

A clean Windows VM snapshot was taken before sample transfer. After the AV block, the

VM was rolled back to the clean snapshot rather than reused, because even an aborted ex-
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ecution can leave AV-quarantine state, residual file-system entries, or AV-recorded teleme-

try that could distort a re-run.

4.5 Local Execution Outcome

The local FLARE VM was prepared with Procmon, Process Explorer, and Wireshark
running; the sample was copied to C:\T1\textbackslashUsers\T1\textbackslash<us
er>\T1\textbackslashDownloads\T1\textbackslash and launched as an interactive
user. The endpoint anti-malware engine identified the binary at launch and prevented
process creation, with no child processes spawned and no file or registry activity recorded
by Procmon. Continuing to attempt local execution would have required disabling the
AV engine on the host, which was rejected as a safety regression. The decision was made
to substitute an ANY.RUN interactive session for dynamic evidence; that session is the

source of the execution-result screenshots in Chapter 7.

Local dynamic evidence is therefore limited to lab-preparation screenshots. All
execution-result behavior (decoy UI, process spawn, PowerShell activity, file instal-
lation, installer error) was observed in ANY.RUN. This is public sandbox evidence

and is labeled as such throughout Chapter 7.




5 Public Reputation Evidence

5.1 MalwareBazaar

MalwareBazaar is used here for sample identity, signature context, and platform correla-
tion [1, 2.

SHA256 hash: [0 eefc0f086dd3ealT6ada54f80celdc3e6491165aefddTd5d6005da3892ce248f

5HA3-384 hash: [0 &1da71bid61179b 1dff5d5dd0d3d6452Ta5fe5ccf8985efcfcefBaf73 777146367 74583194c998803497521348bb480
SHA1 hash: [0 02a53d660332c25af623bbbTdf57c2aad 1b0b91b

MD5 hash: [0 cdc459a866361463d719bc89622300F3

humanhash: [0 undress-mango-papa-kentucky

File name: HWiNFO_Monitor_Setup.exe

Download: [B download sample

Signature @

File size: 4'233'610 bytes

First seen: 2026-04-10 04:42:09 UTC

Last seen: Never

File type: ] exe

MIME type: application/x-dosexec

imphash @ 0 8801 6fedef7f227c6217 1d0afad%aaed (7 x Offloader, 7 x ValleyRAT, 3 x GhOstRAT)

ssdeep @ [0 49152:Vul2hj6XF18ahT8kRdwlcweBQSUBPIHGTILN TiHej Ik TE D7 ONIVne:V50j6)R8kRdwIHCBIHgxLnmMB) +c
Threatray @& 464 similar samples on MalwareBazaar

TISH@ [0 T14516023FE24B653EE06ESA3530BTE13058366A62A5124C 1696FACE8CCFE50B11E3FTET

TrD @ 63.8% (.EXE) Inno Setup installer (107240/4/30)
24.7% (.EXE) Win32 EXE PECompact compressed (generic) (41568/9/9)
3.8% (.EXE) Win64 Executable (generic) (6522/11/2)
2.6% (.EXE) Win32 Executable (generic) (4504/4/1)
1.2% ([EXE) Win16/32 Executable Delphi generic (2072/23)

Magika @

dhash icon @ 6d0182 (1 x STXRAT)

Reporter @

Tags:

Figure 5.1: MalwareBazaar sample page for the selected hash, showing the STXRAT signature
and the HWiNFO_Monitor_Setup.exe filename theme. Confirms public sample identity and
family association.

MalwareBazaar associates the selected SHA256 with the STXRAT signature and the
documented filename theme. This supports the family attribution and lets the static and
dynamic findings be correlated against a known sample identity. Reputation labeling is

not a substitute for behavioral validation.

17
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YARA Signatures

MalwareBazaar uses YARA rules from several public and non-public repositories, such as YARAhub and Malpedia. Those are being matched against malware samples
uploaded to MalwareBazaar as well as against any suspicious process dumps they may create. Please note that only results from rules are being displayed.

Rule name:

Author:

Rule name:

Author:

Description:

Rule name:

Rule name:

Author:

Description:

Rule name:

Author:

Description:

Reference:

Borland [fay. 1 8

malware-lu

CP_Script_Inject_Detector [EYTERS

DiegoAnalytics

Detects attempts to inject code into another process across PE, ELF, Mach-O binaries
pe_detect tls_cal ::nacks
SHA512 Constants m

phoul (@phoul)
Look for SHA384/5HAS12 constants

TH_AntiVM_MassHunt_Win_Malware_2026_CYFARE [[o¥ErRd
CYFARE

Detects Windows malware employing anti-VM / anti-sandbox evasion techniques across VMware, VirtualBox, Hyper-V, QEMU,
Xen, and generic sandbox environments

https.//cyfare.net/

Figure 5.2: MalwareBazaar YARA rule matches for the selected sample. Indicates that public
detection rules already flag features of this binary; useful for hunt-rule cross-reference.

5.2 VirusTotal

VirusTotal provides a multi-vendor detection picture for the selected hash [11].
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E A eefc0f986dd3ea376a4a54f80ce0dc3e6491165aefdd7d5d6005da3892ce248f

eefc0f886dd3ea376a4a54f80ce0dc3e6491165aefdd7d5d6005da3892ce248f
eefc0fSB6dd3ea376a4a54f80ce0dc3e6491 165aefdd7d5d6005da3892ce248  exe

pecxe  overlay

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 214+

Join our Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Popular threat label Threat categories trojan  pua

Security vendors analysis &

AhnLab-V3 Alibaba

AliCloud AlYac

Antiy-AVL Arcabit

Arctic Wolf Avast

AVG Avira (no cloud)

BitDefender CrowdStrike Falcon

o Cynet

Deeplnstinct Drieb

Emsisoft eScan

ESET-NOD32 Fortinet

e

C Reanalyze = Similar

Last Analysis Date
4.04MB 22 hours ago

Family labels alien reflo  ushida26

Do you want to automate checks?

Figure 5.3: VirusTotal detection overview for the selected hash, showing a high malicious-to-
total ratio across engines. Supports malicious classification but does not by itself prove specific

STX RAT capabilities.

A high detection ratio across independent engines is treated as strong corroboration of

the malicious classification. Vendor labels themselves are inconsistent across engines and

are not used to make capability claims.

Basic properties ®

MD5 cdc459a866361463d719bc89622300f3
SHA-1 02a53d660332c25af623bbb7df57c2aad1b0b91b

SHA-256 eefc0fa86dd3ea376a4a54f80ce0dc3e6491165aefdd 7d5d6005da3892ce248f

Vhash 0460b6666d5c0d5d151c00d0162699zfaz1fz2

Authentihash 294a9405f217a9ac9c184a6e74a830c34fb5bc439338dd4bd307f977eca8dcd4

Imphash 88016fcdef7f227¢62171d0afad9aaed

SSDEEP 49152:Vul2hj6XF18ahT8kRdwlcwcBQSUBPIHQTILNTiHej JKT6Dt7TON9IVNC:V50j6 JR8KRAwIHCBIHgXLnmMBJ+c
TLSH T14516023FB24B653EE06E5A3539B7E130583B6A62A5124C1696F4C88CCF650B11E3F787

File type WIn32EXE  executable = windows ~ win32 pe  peexe
Magic PE32 executable (GUI) Intel 80386, for MS Windows

TriD Inno Setup installer (63.8%) | Win32 EXE PECompact compressed (generic) (24.7%)

DetectltEasy PE32 | Installer: Inno Setup Module | Protector: .NET Reactor (2.X-3.X)
Magika PEBIN
File size 4.04 MB (4233610 bytes)

History ©

Creation Time 2026-02-11 11:40:27 UTC
First Seen In The Wild 2026-04-10 10:37:18 UTC
First Submission 2026-04-09 15:23:12 UTC
Last Submission 2026-05-07 11:22:59 UTC
Last Analysis 2026-05-16 18:28:09 UTC

Win64 Executable (generic) (3.8%) = Win32 Executable (generic...
Compiler: Embarcadero Delphi (11.x Alexandria++) | Linker: Turbo Linker (...

Figure 5.4: VirusTotal properties and file-history view for the selected hash. This supports
metadata consistency and timeline context, not direct local execution behavior.
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Display grouped sandbox reports

CAPE Sandbox

a Yomi Hunter

Activity Summary

A Detections # Mitre Signatures

1MALWARE 5 LoW

Behavior Tags ¢
obfuscated
Dynamic Analysis Sandbox Detections.

/A The sandbox Yomi Hunter flags this file as: MALWARE

& VirusTotal Jujubox

@ {5 zenbox

Download Artifacts Full Reports

® IDS Rules © SigmaRules 4 Dropped Files & Network comms

NOTFOUND NOT FOUND 1PEEE  4OTHER 10NS 1P

Figure 5.5: VirusTotal behavioral-summary view for the selected sample. Used as public triage
context; detailed behavioral claims in this report are based on ANY.RUN, Triage, CAPE, and

local static evidence.

5.3 Hybrid Analysis

Hybrid Analysis provides a public verdict and threat-score summary for the selected hash

[4].

)HYBRID
ANALYSIS

Analysis Overview

® Sandbox -

Submission name:

B Quick Scans ~ (M File Collections

HWINFO_Monitor_Setup.exe

W Resources ~ @ Request Info ~ Q IR, Domain, Hash x More~

A Request Report Deletion | &) Show Sample Content

| Analysls Overview

Size: 4MiB
LT o= [ ionosatun I3
Mime:  application/vnd.microsoft portable-executable
SHA256:  eefc0f986dd3ea376a4a54f80ce0dc3e6491165aefdd7d5d6005da3802ce248f [ Trojan[Backdoor]/Win64 Alien
Submitted At:  2026-04-09 23:30:40 (UTC)
Last Anti-Virus Scan:  2026-04-T1 20:06:15 (UTC)
Last Sandbox Report:  2026-04-10 22:34:39 (UTC) m m m

Anti-Virus Results

MetaDefender (2

Multi Scan Analysis
Malicious my27)

£ More Details

——
0 Community Score @

CrowdStrike has donated Falcon MalQuery technology to power the “YARA search” and "String search” capabilities on Hybrid-Analysis. If you like what you see,
you can easily upgrade to a full MalQuery license, It includes all features and access to the complete CrowdStrike malware repository consisting of over 12+

billion files.

ABOUT COOKIES ON THIS SITE

o provide you with the m

ut how you use ou
s in our Cookie Notice.

r experience, we use cooki

oninour Privacy Notice and more inf

es to remembe

Figure 5.6: Hybrid Analysis overview classifying the sample as malicious with a high threat
score. Used here for verdict corroboration; detailed runtime behavior is sourced from the sandbox

sections in Chapter 7.

The Hybrid Analysis summary view corroborates the MalwareBazaar and VirusTotal
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classification. Only the verdict and score are used at this stage; trace-level behavior is

treated separately in Chapter 7.

5.4 Reputation Evidence Correlation

Table 5.1: Public reputation evidence correlation

Source Reported observation Supported Conf.
interpretation
MalwareBazaar ~ STXRAT signature and Sample-level STXRAT High
sample metadata family association
VirusTotal Broad cross-engine Malicious classification High
malicious detections
Hybrid Analysis Malicious verdict and high  Unsafe installer-themed = Medium

threat score

executable




6 Static Analysis

6.1 Hash and File-Type Verification

The local artifacts confirm the selected sample identity and PE type. The file is not a
DLL: peframe reports DLL: false, and the local file-type screenshot identifies a PE32
GUI executable. The DLL-injection execution method is therefore not applicable to this

artifact.

22
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6.2 PE Metadata

remnux@yacine:~/Desktop/malware$ rabin2 -I sample.exe
arch %86

baddr Ox400000

binsz 4233610

bintype pe

bits 32

canary  true

injprot false

retquard false

class PE32

cmp.csum Ox004118c0O

compiled Wed Feb 11 11:46:27 2026
crypto  false

endian little

havecode true

hdr.csum 0x00000000

laddr Bx0
lang C
linenum false
Lsyms false
machine 1386

nx true
0s windows
overlay true
cdecl
true
relocs false
signed false
sanitize false
static false
stripped false
subsys  Windows GUI
V3 true

Figure 6.1: Local rabin2 metadata for the sample, showing PE class, subsystem, entry point,
and related headers. Confirms the Windows EXE classification.
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Windows(7)[1386, 32-bit, GUI]
*,Delphi)[GUI32]
Delphi(12.0
hi)

Signatures || Flags - | Database
Directory || Log

Detect It Easy v3.10 [Ubuntu 24.04.3 LTS (x86_64)

[] | B

ndiannes: Mode

Advanced

Architecture  Type
LE 32-bit 1386 GUI

0w vnnnnn

+aShortcuts
£ Options
© About
can
> [ 1298 msec X Exit

e EmEN

Figure 6.2: Detect It Easy overview showing the sample as a PE32 executable with installer

and packing-related signatures.

installer-wrapper interpretation.

This corroborates the local PE metadata and supports the

peframe reports the file description “HWiNFO Monitor Setup,” product name “HWiNFO

Monitor,” and the “This installation was built with Inno Setup” comment. The binary

presents itself as a setup program consistent with the filename theme. Metadata fields

are forgeable and do not by themselves justify a benign or malicious conclusion.

6.3 Sections, Overlay, and Entropy

remnux@yacine:~/
[Sections]

nth paddr

Ox00000400
0x000afedO
0x000b1800
Ox00000000
Ox000b5800
0x000b6ann
0x000b6COO
Ox00000000
0x000b6e0O
Ox000b7000
Ox000c9000

0]
1
2
3
4
5
6
K
8
9
1

Desktop/malware$ rabin2 -S sample.exe

size vaddr

Oxafato
0x1ato
0x4000

0x0
0x1200
0x200
0x200
0x0
0x200
0x12000
0x14200

0x00401000
0x004b1000
0x004b3000
0x004b7000
0x004bf0EOO
0x004c1000
0x004c2000
0x004c3000
0x004c4000
Ox004c5000
0x004d7000

vsize perm type name

0xb00OO
0x2000
0x4000
0x8000
0x2000
0x1000
0x1000
0x1000
0x1000
0x12000
0x15000

Ltext
Jitext
.data
.bss
.1ldata
.didata
.edata
.tls
.rdata
.reloc
.rsrc

Figure 6.3: Local section table and per-section entropy. Elevated entropy in executable sections
plus a present overlay are consistent with packed or compressed content embedded in an installer

wrapper.
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peframe flags the file with IsPacked and HasOverlay, and reports suspicious entropy of
6.38 for .text, 6.04 for .itext, and 6.70 for .reloc. These values are consistent with

compressed or packed content but do not identify a specific unpacking routine.

The combination of Inno Setup metadata, SetupLdr.e32 strings, overlay data, and ele-
vated entropy is significant because installer wrappers commonly embed compressed setup
payloads and extract them at runtime. In conjunction with the STXRAT classification
from Chapter 5, this combination supports an installer-wrapper-plus-loader interpretation.

Static evidence alone does not prove what the unpacked payload does.

6.4 Packer and Loader Indicators

peframe additionally reports packer, crypto, anti-debug, and mutex feature flags. FLOSS
and strings output include Inno Setup Setup Data (6.7.0), Inno Setup Messages
(6.5.0), SetupLdr.e32, InnoSetupLdrWindow, and the standard setup command-line
help strings. These artifacts confirm the wrapper technology used; they do not imply ma-
liciousness on their own. The combined assessment here relies on the wrapper indicators

plus the multi-engine STXRAT classification.

6.5 Imports and Exports

remnux@yacine:~/Desktop/malware$ rabin2 -E sample.exe
[Exports]
nth paddr vaddr bind type size lib name demangled

1 0x0P000363c 0x004ba63c GLOBAL FUNC @ SetuplLdr.e32 dbkFCallWrapperAddr
2 0x0000d978 0x0040e578 GLOBAL FUNC @ SetuplLdr.e32  dbk fcall wrapper

Figure 6.4: Local imports/exports listing showing setup-loader exports and Windows API
imports. Used as the basis for the loader-relevant API discussion below.

The rabin2 export listing contains the SetupLdr.e32 exports dbkFCallWrapperAddr and
__dbk_fcall wrapper. The most analytically relevant import groups are process creation
and threading APIs, memory-management APIs, temporary-file and write APIs, registry-

query APIs, token APIs, and locale/system discovery APIs.

Specific imports are loader-consistent when interpreted in context: CreateProcessW can
launch an extracted installer component, GetTempPathW and WriteFile can support tem-
porary extraction, VirtualAlloc and VirtualProtect can prepare executable memory,
and RegOpenKeyExW can query installation or environment state. These same APIs are
also routine in legitimate installers. They are treated here as available capabilities, not

as proof of process injection, persistence, or credential theft.
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6.6 Strings and FLOSS

finding decoding function features: 100%| | I 4926/4928 [00:41<00:00, 118.89 functions/s, skipped 19 library functions (0%)]
: floss.stackstrings: extracting stackstrings from 4639 functions
: floss.results: CPVA
: floss.results: GPVACPVA?
: floss.results: KPVAGPVACPVA?
: floss.results: KPVAKPVAGPVACPVA?
: floss.results: ?PVAKPVAKPVAGPVACPVA?
: floss.results: CPVA?PVAKPVAKPVAGPVACPVA?
: floss.results: read
: floss.results: read
extracting stackstrings: 100%| | 4639/4639 [00:47<00:00, 98.52 functions/s]
: floss.tightstrings: extracting tightstrings from 80 functions...
: floss.results: 1096159247
: floss.results: 100F
: floss.results: j:,4;87
: floss.results: EbPZ
: floss.results: BRix
extracting tightstrings from function ©x4a6lcb: 1eos | |G | c0/50 [00:04<00:00, 16.39 functions/s]
: floss.string_decoder: deceding strings
: floss.results: By$D(]||
: floss.results: ByDQ
: floss.results: EbPZ
: floss.results: BRix
: floss.results: j:,4;87
: floss.results: XBiD
: floss.results: 4278124286
: floss.results: $(,048<@HLLPPTTXX\" “ddhhllpp
: floss.results: 696C
: floss.results: 41565
: floss.results: 41565
: floss.results: 41561
floss.results: 4156D
emula‘clng function @x4a3e7c (call 1/1): 1eos || IIINIGGEGGEGEEE | 57/57 [00:31<00:00, 1.82 functions/s]
: floss: finished execution after 313.23 seconds
: floss: rendering results

Figure 6.5: Local FLOSS output showing recovered installer and setup-loader strings. Used
to confirm the Inno Setup wrapper signature and the HWiNFO Monitor product theme.

FLOSS recovered installer-related strings, including setup-data labels, command-line help
text, password-prompt text, and the HWiNFO Monitor product theme. No validated C2
endpoint, encryption key, or final-payload artifact was recovered from the static string

set.

The absence of a plaintext C2 configuration is consistent with packed or encrypted payload
storage and with the C2-gated activation model documented in public reporting [3]. The
correct conclusion is narrow: no C2 endpoint is statically recoverable from the wrapper.
This does not refute family attribution; it constrains what static evidence alone can

demonstrate.

6.7 YARA, peframe Summary, and Excluded Tooling

MalwareBazaar shows public YARA matches for this sample (Chapter 5). peframe’s local
summary aggregates the packing, crypto-constant, anti-debug, registry, token, and file-
operation flags discussed above. capa produced an empty output file for this sample; no

capa-derived capability claims appear anywhere in this report.
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Figure 6.6: Local peframe summary: file information, feature flags, metadata, and suspicious
sections. Consolidates the static triage findings used throughout this chapter.
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6.8 Static Analysis Conclusion

Static analysis supports three sample-level findings: the file is the selected PE32 EXE; it
presents as an Inno Setup-style installer with setup-loader exports and overlay; and it ex-
hibits packing/loader-consistent indicators (IsPacked, elevated section entropy, memory-
management and process-creation imports). Static analysis does not, on its own, prove

credential theft, persistence, dropped files, or C2 contact.



7 Dynamic Analysis

7.1 Approach and Sources

Local interactive execution in the FLARE VM was prevented by the host’s anti-malware
engine, as documented in Chapter 4. Dynamic evidence in this chapter therefore comes

from three public sandbox sources:

« an ANY.RUN interactive session (the primary substitute for local interactive
analysis; provides the decoy-UI, process-tree, PowerShell, MSBuild-alert, installed-

files, and installer-error screenshots);
« an automated Hatching Triage execution (process tree and signature mapping);

« an automated CAPE execution (file activity, dropped binaries, behavior summary,

network result);

 a FileScan emulation summary (additional indicator corroboration).

Local FLARE VM screenshots are limited to lab preparation and confirm only that moni-
toring was configured before the AV block; they do not contain executed-malware teleme-

try.

29
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7.2 Local FLARE VM Preparation (Pre-Block)

B2 Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-MDE4140\Flare]
File Options View Process Find Users Help
Hicom::|&X| 2 [ J | { — | m— ) I |
Process CPU| Private Bytes | Working Set|  PID | Description Company Name
1 Registry 8.692K 27.112K 108
" System Idie Process 99.22 60K 8K 0
=1 System 037 196 K 24K 4
1 Intemupts <0.01 0K 0K  n/a Hardware Intemupts and DPCs
W7 smss.exe 1.064 K 408K 328
& 1 Memory Compression 284K 73948K 1804
W csrss.exe 1.848 K 308K 456
W csssexe <001 2504 K 5916K 548
) wininit exe 1416 K 1972K 568
[ | winlogon.exe 4.288K 7048K 648
‘-‘HP <0.01 110444 K 168.672K 5432 Windows Explorer  Microsoft Comperation
SecurtyHealthSystray exe 1,908 K 4808K 2712 Windows Securty notficatio... Microsoft Corporation
@ OneDrive.exe <0.01 20716 K 21340K 6744 Microsoft OneDrive Microsoft Corporation
(7) openvpn-gui.exe 2588 K 6124K 6820
=1 £3 powershell exe <0.01 72.848 K 91536 K 4860 Windows PowerShel Microsoft Corporation
[ conhost exe 5.120K 25716 K 932 Console Window Host Microsoft Corporation
=) I Procmon64.exe 5.460 K 20,480 K 1324 Process Monitor Sysintemals - www._sysinter..
' Procmon6é.exe 66.060 K 38124K 7704
2 procexpbd.exe: 037 27.128K 53932K 4948 Sysintemals Process Explorer  Sysintemals - www.sysinter....
=1 M Wireshark exe <0.01 148,636 K 161,880 K 6180 Wireshark The Wireshark developer ...
=) M dumpcap exe <0.01 1,908 K 8.736K 7852 Dumpcap The Wireshark developer ...
[l conhost exe 6.664 K 15028 K 3828 Console Window Host Microsoft Corporation
= @ msedge exe 49,884 K 129.000K 2560 Microsoft Edge Microsoft Corporation

Figure 7.1: Local FLARE VM Process Explorer immediately before the launch attempt, show-
ing Procmon, Process Explorer, Wireshark, and PowerShell already running. Establishes that
monitoring was active; contains no malware-related processes.

T process Monitor - sysinte

B Process " O
File Edit Event Filter Tools Options Helg
lE> >0 B Process Monitor Filter x
Time o Proces:!
Display entries matching these conditions: ‘
Process Name ~ | contains ~ | HWIiNFO | then Include  ~
|
Reset Add Remove
l Column Relation Value Action ~
1 1@ Process Na . contains HWINFO Include
[V1€YProcess Na _ is Procmon exe Exclude
! [F1€IProcess Na_ is Procexp exe Exclude
[V1€dProcess Na_ is Autoruns exe Exclude
i 1€ Process Na__ is Procmon64 exe Exclude
[F1€dProcess Na . is Procexp64. exe Exclude
[FldProcessNa_ is System Exclude
[~1€3 Operation begins wath IRP_M.J_ Exclude
Egowalnn begins with FASTIO_ Exclude
€I Resurt begins with FAST 10 Exclude
[F€Iratn ends with pagefile sys Exclude
[1€dPath ends with SMft Exclude
[ rath ends with SMAtMire Exclude
&Y Path ends with $LogFile Exclude
[~1€dPath ends with $Volume Exclude
[“1€dPath ends with SAttDef Exclude
[1€Patn ends with $Root Exclude
The current filter] L~ €IPath ends with $Bitmap Exclude . v
-

Figure 7.2: Local FLARE VM Procmon process-name filter configured to scope capture to
HWiNFO-related processes. Confirms capture intent; no matching events were recorded because
the AV engine prevented process creation.

The two preparation screenshots above are the only local-VM evidence in this chapter.
They demonstrate that the analysis environment was instrumented correctly before launch;

they do not show any malware behavior.
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7.3 ANY.RUN Interactive Sandbox

The ANY.RUN session was used after the local AV block to obtain interactive dynamic
evidence. The sandbox is a Windows 10 64-bit environment with a browser-mediated

desktop view; all subsequent screenshots in this section are interface captures of that
session, not of the local FLARE VM.

[T}
. 8

5/ pub-45c2577dbd 174292a02137c1 BeTh 1 bSas2.dev/ e arft 0 § a 1 < ) ' S v B
Downloads i IS S
W HVNEO Newitie Sen, P
O Warning

Suspected MalWare) e pasbe i st vasta. ey soveyousamt s et

whtwarel

This website has b

] Nere . Usersadmint Domnicadsl ITNTO_Monro_Setup.exe
Pubicher: Unkrnown Publsher

Tpe Appicanon

Feomm Calluarel sdmint Moo=t HUGHFO Moneor Sehp.e.
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Figure 7.3: ANY.RUN session: Windows SmartScreen-style launch warning for HWiNFO_Mon
itor_Setup.exe from the user download path. Confirms the EXE was launched interactively
as a user inside the sandbox.
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B Hwionitor
File View Tools Help

Value Min Max

=l Utilization
Physical Memory Load 43.0 % 420% 430 %
Available Physical Mem... 34GB 34GB 34GB
Virtual Memory Load 329 % 32.7% 338%
i Available Virtual Memory 4.7GB 46GB 4.7GB
= [ AMD Ryzen 5
=M Clocks
# Cores (Max) 3095.0 MHz 3094.0 MHz 3095.0 MHz
=l Utilization
(S| Processor 48 % 35% 526 %
el CCX =0 62% 0.0 % 429 %
i <3| cCxX#1 20% 0.0% 720%
£ == Seagate ST3300655LC
| = Utilization
Used Space () 15.6 % 15.6 % 156 %
Available Capacity (c:) 2145GB 2144GB 2145GB
Activity 0.6% 0.0% 48 %
=-£3) Speed
Read Rate 0.08 MB/s 0.00 MB/s 1.09 MB/s
Write Rate 0.06 MB/s 0.00 MB/s 1.10 MB/s

= Microsoft Basic Display Adapter
| =l Utilization

GPU 0.0% 0.0 % 0.0 %
Video Engine 0.0 % 0.0 % 0.0 %
Ely) 0.0 % 0.0% 0.0 %
i Copy 0.0% 0.0 % 0.0 %
=2 Intel(R) PRO/1000 MT Network Connection
=-€1) Speed
Download Speed 0.00 Mbps 0.00 Mbps 0.04 Mbps
Upload Speed 0.00 Mbps 0.00 Mbps 0.07 Mbps

Figure 7.4: ANY.RUN session: CPUID HWDMonitor-style hardware-monitor interface dis-
played after the installer ran. Demonstrates the decoy/legitimate-looking UI presented to the
user; does not by itself prove the final STX RAT payload activated.

Apps (3)

v HWMonitor (3) 1.5% 301.1 MB 0 MB/s 0Mbps Very low Very low
B Console Window Host 0% 23MB 0 MB/s 0Mbps Very low Very low
HWMenitor 1.5% 21.5MB 0 MB/s 0Mbps Very low Very low
Windows PowerShell 0% 27T7.2MB 0 MB/s 0Mbps Very low Very low

Figure 7.5: ANY.RUN session: Task Manager showing HWMonitor grouped with Console
Window Host (conhost.exe) and Windows PowerShell. Establishes a parent-child relationship
between the installed HWMonitor binary and a PowerShell process; full command line is not
visible in this view.
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Needs attention

Launching a file from the Downloads directory
File: C:\Users\admin\Downloads\HWiNFO_Monitor_Setup.exe

Approved

High priority

Launching a file from a Registry key

File: powershell -WindowStyle hidden -Command
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\MSBuild.exe
C:\Users\admin\AppData\Local\Microsoft\MSBuild\c_3791.proj

Approve

Figure 7.6: ANY.RUN session: behavioral alert reporting hidden-window PowerShell launched
from a registry-resident command, invoking MSBuild.exe against a project file under AppDat
a\T1\textbackslashLocal\T1\textbackslashMicrosoft\Ti\textbackslashMSBuild.
Indicates registry-based execution staging and MSBuild abuse; the project file contents and full
registry value are not recovered.

The ANY.RUN evidence above is the strongest dynamic signal in the report. It shows
that, when allowed to execute, the sample presents a legitimate-looking hardware-monitor
decoy while spawning a PowerShell process whose command line is launched from a reg-
istry key and invokes MSBuild.exe with an analyst-relevant project path. MSBuild is
a known living-off-the-land binary frequently abused to execute inline-task or project-
embedded code. The behavior is consistent with the PowerShell-staged execution pattern

documented in public reporting [3].
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Ll rRFAgemt un sl det SF1RI0E B 16 BW
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Pregram Fie e ey
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Figure 7.7: ANY.RUN session: files placed under C:\T1\textbackslashProgramFiles\T1\t
extbackslashCPUID\T1\textbackslashHWINFO, including HWMonitor.exe, CRYPTBASE.d11,
and uninstall artifacts. Demonstrates installer-style file placement; file hashes were not captured
from the sandbox session, so these files cannot yet be independently classified.
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Clipboard Organize Hew Open Select
» This PC » LocalDisk (C:) » Program Files » CPUID » HWINFO v Search HWINFO D
jects ™ Name Date mo CRYPTBASE dil Properties b4
» 3 —
CRYPTBASE.dII General Securty Defails Frevious Versions
nents Fwwm_readme.tit
aads HWManitor.exe 5| [cRYPTBASEA
i | hwmonitorw.ini
= Ll Typeof fle:  Application extension (dil}
¥ uninsD00.exe o S .
: = ens with:  Uinknown applcation
: . = unins000.msg v i Chimge
Disk (C2)
REAgent Location: C:\Program Fles'\CPLIDAHWINFO
e Site 2.07 MB (2,179,584 bytes)
i bles Size on digk: 2,08 MB (2,183,168 bytes)
obe
Created: Thursday, Aprl 9, 2026, 11:23:41 PM
leaner
Modfied Wednesday. Aprl 8. 2026, 7-39.35 AM
mmon Fi
i Accessed:  Today, Apl 9, 2026, & minutes ago
Bl Mibues:  [Readony [1Hdden Advanced...
o sedected 2,07 ME

ﬂ_:l

Cancel \pply

Figure 7.8: ANY.RUN session: Windows file-properties view for the installed CRYPTBASE.d11
under the CPUID/HWINFO directory. This records the suspicious side-loaded DLL candidate
location and file size, but it does not prove maliciousness without a hash or content review.

4

Files modification 4

Timeshift PID Process name Filename

NETWORK

g

1160

Figure 7.9: ANY.RUN session: file-modification view showing browser temporary files and
PowerShell script-policy test artifacts during the run. This supports runtime file-activity context,
while the installed CPUID/HWINFO directory remains the stronger sample-specific artifact.
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© Warning

Suspected Malware

This website has been reported for potentially distributing malware
* 1 to intertice] __

PO HWPFC.ent

iy 10 Sfdefdyd7adsesba + wou Click to reveal + Performance & security by Cloudfiare

Figure 7.10: ANY.RUN session: installer error referencing a missing C:\T1\textbackslas
hProgramFiles\T1\textbackslashCPUID\T1\textbackslashHWINFO\T1\textbackslashH
WINFO.exe. Suggests the visible installer path did not complete cleanly while the suspicious
PowerShell/MSBuild activity still occurred.

The installer-error screenshot is operationally interesting: the user-visible component of
the chain fails (missing HWINFO.exe) while the analyst-relevant component (hidden Pow-
erShell launching MSBuild from a registry-resident command) is the one that produced
behavioral alerts. The legitimate-looking installer activity is therefore best read as a decoy

layer over the actual execution path, not as the actual purpose of the binary.

7.4 Hatching Triage Automated Sandbox

Hatching Triage executed the sample automatically and assigned a score of 7/10 with
tags including discovery and installer. The target was identified as HWiNFO_Monitor
_Setup.exe with SHA256 eefc0f986dd3ea3d76a4a54t80ce0dc3e6491165aefdd7d5d6005da3
892ce248f.
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Signatures A

Executes dropped EXE * 1loCs

System Location Discovery: System Language Discovery * 1 TTPs 2 loCs
Attempt gather information about the system language of a victim in order to infer the geographical location of that host.

DISCOVERY

Inno Setup is an open-source installation builder for Windows applications. * 2 [oCs
Inno Setup installer

INSTALLER

Suspicious use of WriteProcessMemory * 110Cs

Figure 7.11: Triage signature panel: dropped-EXE execution, system-language discovery, Inno
Setup installer recognition, and WriteProcessMemory use. These signatures support installer-
wrapper plus inter-process memory writing.

*& Processes A
C:\Users\Admin\AppData\Local\Temp\HWiINFO_Monitor_Setup.exe PID:5228
'C:\Users\Admin\AppData\Local\Temp\HWiNFO_Monitor_Setu I —
p.exe”
C:\Users\Admin\AppData\Local\Temp\is-7BAFSXXKHLtmp\HWINFO_Monitor_S PID:2568
etup.tmp

'C:\Users\Admin\AppData\Local\Temp\is-7BAFSXXKHI. tmp
\HWiNFO_Monitor_Setup.tmp" /SL5="$88196,30834253, 908572
8,C:\Users\Admin\AppData\Local\Temp\HNiNFO_Monitor_Se
tup.exe”

Figure 7.12: Triage process tree: the installer-themed EXE launches a temporary HWiNFO_M
onitor_Setup.tmp child process from an Inno Setup extraction directory. Corroborates the
wrapper-and-dropped-child execution pattern.

Triage’s reported behaviors align with the static profile (Inno Setup wrapper, dropped-
EXE stage) and with the ANY.RUN observation that a child binary continues execution
after the wrapper. The WriteProcessMemory signature is suggestive of inter-process

memory manipulation but is not, by itself, proof of process injection.

7.5 CAPE Automated Sandbox

CAPE executed the sample using the exe package and recorded the analyzed file as
HWiNFO_Monitor_Setup.exe. The saved report independently verifies the PE32 GUI
classification, file size of 4,233,610 bytes, and the SHA256, SHA1, and MD5 values used

throughout this report.
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Analysis Details
Category Package Started Completed Duration

FILE exe 2026-04-10 04:45:28 2026-04-10 04:49:25 237s

Reports

Machine Information
Name Label Manager Started On Shutdown On

win10-6 win10-6 KvM 2026-04-10 04:45:28 2026-04-10 04:49:24

File Details

File Information
HWIiINFO_Monitor_Setup.exe
P ecutable (GUI) Intel or MS Windows
4233610 bytes
cdc459a866361463d719bc89622300f3

02a53d660332¢25af623bbb7df57c2aad1b0b91b

eefc0f986dd3ead7Badas4B80ce0dc3e6491165aefdd7d5d6005da3892ce2481 (Vr) (HNBE) (Bazar

e1da71bfd61179b1dff5d5dd0d3d64527 abfe5ccfB985efcfcebBaf87377 7146367 74583f94c998893497521348bb480
D7EB99CD

T14516023FB24B653EEQ0BESA3539B7E130583B6A62A5124C1696F4CBBCCFB50B811E3FT87
49152:Vul2hj6XF 18ahT8kRdwleweBQSuBPIHqTILNTiHejJkTEDI7ONIVnc:V50j6JR8kRdwIHcBIHgxLnmMBJ+c
Linker: Turbo Linker(2.25* Delphi)[GUI32]

Compiler: Embarcadero Delphi(12.0 Athens)[Enterprise]
Installer: Inno Setup Module

10 HE f 100%

Figure 7.13: CAPE saved overview: EXE-package execution, machine context, hashes, and
entropy/overlay visualization. Independently confirms the sample identity and the packed/over-

lay structure also seen in Chapter 6.

CAPE’s analysis log records execution from %LocalAppData’\Temp\HWiNFO_Monitor_S

etup.exe, followed by creation and execution of %LocalAppData’%\Temp\is-U8S5DTLA4LM.

tmp\HWiNFO_Monitor_Setup.tmp and a further Inno Setup helper at %LocalAppData’\T

emp\is—-345P5RZPYA.tmp\_isetup\_setup64.tmp. This matches the wrapper-then-child

execution pattern reported by Triage.
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Checks for mouse movement

Queries process token information to check for Administrator privileges or UAC
elevation status

Contains .tls (Thread Local Storage) section

The binary contains an unknown PE section name indicative of packing
The PE file contains an overlay

Drops a binary and executes it

Creates RWX memory

Queries the Volume Serial Number or Physical Hardware ID, possibly for anti-
sandbox, victim profiling or environmental keying

Modifies the memory protection of ntdll.dll to PAGE_READWRITE, indicative of
EDR unhooking

Figure 7.14: CAPE behavior summary: mouse-movement check, token/UAC status check,
TLS section presence, overlay, dropped-binary execution, RWX memory allocation, hardware-
identifier queries, and memory-protection changes. Indicates environment-aware execution plus
memory behavior of interest.

Read Registry Keys
Executed Commands

Mutexes

ocalAppData%\Temp\HWINFO_Monitor_Setup.en-US
ocalAppData%\Temp\HWINFO_Monitor_Setup.en
ocalAppData%\Temp\HWINFO_Monitor_Setup.ENU
%\ Temp\HWINFO_Monitor_Setup.EN
i ortdefault.nls
_Monitor_Setup.exe

UB5DTLA4LM.tmp
UB5DTLA4LM.tmp\HWINFO_Monitor_Setup.tmp
NFO_Monitor_Setup.exe
Temp\HWINFO_Monitor_Setup.exe
%\ Temp

ell.Manifest
UB5DTLA4LM.tmp\HWINFO_Monitor_Setup.en-US
UB5DTLA4LM.tmp! NFO_Monitor_Setup.en
UB5DTLA4LM.tmp! NFO_Monitor_Setup.ENU
UB5DTLA4LM.tmp\HWINFO_Monitor_Setup.EN
tion\Sorting\sortdefault.nls
ystem32\tzres.dll
ystem32\tzres.dll

ABUSE<" ‘ %y seAMHAUS

S:MWork/Cyber/Practice/Malware% 20Analysis/STXRAT/report/sites/Analysis%20Report %20%C2%B 7 %20CAPE%20Sandbox.html 2/3

Figure 7.15: CAPE file-activity summary: accessed paths and temporary installer paths as-
sociated with HWiNFO_Monitor_Setup.exe. Cross-references the Triage drop paths and the
ANY.RUN-installed CPUID/HWINFO directory.
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CAPE’s behavior summary contributes two evidence points the other sources do not
provide as cleanly. First, the explicit RWX memory allocation and subsequent memory-
protection changes are characteristic of an in-memory unpacking step, consistent with the
loader pattern in public reporting [3]. Second, CAPE’s network section records no DNS,
TCP, UDP, or HTTP(S) requests for this execution; under this run, there is no live C2

contact to claim.

7.6 FileScan

Threat Indicators View Threat Indicators (35) Indicators Of Compromise

TOP INDICATORS OF COMPROMISE
n confirmed Th.. 1 . High Risk 2 £\ Low Risk 13 @ Other 19

& URL https:/jrsoftware.org/ishelp/ind...
TOP THREAT INDICATORS

[}

@ Domain jrsoftware.org
£3  OSINT source detected malicious resource

e P 75.119.223.113
9% Emulation detected a dynamic link library (DLL) load event
# MD5 fe3a3foobsffdedb279f8b40bbb..
¢4  Found a suspicious native API string artifact
# SHAA c31f71ababb55a1530f95c5855..
@4 PEimports APIs used to access or modify privilege levels ) Discovery (1) || G Defense Evasion (1) # SHA256  4ebbe6666a5aad65i2d5024559...
9 @4  Found references to critical Windows privileges > Defense Evasion: Access Token Manipulation @ Registry .. SOFTWARE\Microsoft\Window... c

Figure 7.16: FileScan emulation-indicator summary for the selected sample. Used here only for
indicator-level corroboration; behavioral claims are drawn from ANY.RUN, Triage, and CAPE.

FileScan’s indicator list corroborates packing, installer-wrapper, and environment-
discovery signals already seen in the other sources. It does not add behavior beyond
what Triage and CAPE already record.

7.7 Cross-Source Behavior Correlation

Table 7.1: Dynamic behavior correlation across sources

Behavior Local FLARE ANY.RUN Triage CAPE Interpretation Conf.
VM
User-launched EXE Blocked at Launch Sample EXE Selected artifact was launched as  High
launch by AV warning shown target package an EXE
shown execution
Decoy installer / Ul Not observed HWDMonitor Installer tag Installer Supports legitimate-looking High
UI shown behavior hardware-monitor theme
Temp extraction / Not observed Installed Reported Reported Installer-wrapper plus dropped High
dropped EXE CPUID/H- child is well-supported
WINFO files
shown
PowerShell activity Not observed Task Manager Not explicit Not explicit Supports script/loader activity; Medium-
+ behavioral command line and script body not High

alert recovered
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MSBuild invocation Not observed Behavioral Not shown Not shown Suspicious LOLBIin abuse; project Medium
alert reports file contents not recovered
MSBuild
project path
System language / Not observed Not directly Reported Language- Environment profiling indicator Medium
location discovery shown related
registry
reads shown
Memory API behavior Not observed Not directly WriteProcess RWX + Consistent with in-memory Medium
shown Memory memory- unpacking; not proof of injection
reported protection
changes
Network activity Not observed Interactive Not detailed No No confirmed live C2 contact in Low
traffic visible DNS/TCP/UDhis evidence set
but not P/HTTP(S)
validated as recorded
C2
Persistence Not observed Registry- Not shown Not shown Suggestive but not confirmed Low-
resident durable persistence Medium
PowerShell

alert only

7.8 Limitations

The dynamic evidence is sufficient to characterize the sample as a decoy installer plus
PowerShell/MSBuild loader candidate associated with STXRAT, but several specific items
remain unrecovered: the PowerShell command line and any pipe-fed script body; the
exact registry key and value used to launch the hidden PowerShell; the contents of the
referenced c_3791.proj MSBuild project file; hashes for the installed files under C:\T
1\textbackslashProgramFiles\T1\textbackslashCPUID\T1\textbackslashHWINFO;
and any unpacked STX RAT payload bytes. CAPE’s null network result also means live
C2 cannot be claimed from this evidence set, even though family-level research describes

a specific C2 protocol [3].

Network indicators from public sandboxes must not be treated as C2 without corrobo-
ration. Certificate checks, update traffic, CDN traffic, and generic Microsoft endpoints
visible in any sandbox session are not STX RAT C2 indicators unless tied to decoded con-

figuration, protocol fingerprinting, repeated beaconing, or trusted family-level reporting.
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Correlation and Defensive Analysis

8.1 Probable Execution Chain

Combining static and sandbox evidence, the supported execution chain is:

1.

the user (or an automated sandbox) launches the installer-themed EXE HWiNFO_M

onitor_Setup.exe;

. the Inno Setup wrapper extracts content into a temporary is-*.tmp directory

(Triage, CAPE);

a temporary child binary HWiNFO_Monitor_Setup.tmp executes from that directory
(Triage, CAPE);

. the visible installer flow places legitimate-looking files under C:\T1\textbackslas

hProgramFiles\T1\textbackslashCPUID\T1\textbackslashHWINFO as a decoy
(ANY.RUN);

a hidden-window PowerShell process is launched from a registry-resident command
and invokes MSBuild.exe against an analyst-relevant project file in AppData\T1\t
extbackslashLocal\T1\textbackslashMicrosoft\T1\textbackslashMSBuild
(ANY.RUN behavioral alert);

environment profiling and memory operations consistent with an in-memory loader
occur (CAPE: RWX, memory protection changes; Triage: WriteProcessMemory;

language /locale reads);

. the visible installer path completes with an error (missing HWINFO.exe) while the

hidden execution path continues (ANY.RUN);

live C2 contact and follow-on operator tasking are not confirmed in this evidence

set.

Public family-level research [3] adds an alternative initial-access path (VBScript — JScript

— PowerShell in-memory loader) that is not the path observed here; for this sample, the
entry point is the installer-themed EXE itself.

41
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L
8.2 MITRE ATT&CK Mapping
Table 8.1: MITRE ATT&CK mapping with evidence basis
Tactic ID Technique name Evidence basis Evidence type Conf.
Execution T1204.002 User Execution: Installer-themed EXE; ANY.RUN  Public sandbox High
Malicious File launch warning; Triage and CAPE
EXE execution [9]

Defense T1027 Obfuscated Files or  Overlay, high-entropy executable Local static + High

Evasion Information sections, packer indicators (Ch. 6);  public sandbox
CAPE overlay/entropy view [5]

Execution T1059.001 PowerShell ANY.RUN Task Manager and Public sandbox Medium-
behavioral alert showing High
hidden-window PowerShell launched
from a registry-resident command [6]

Defense T1218.014 Signed Binary Proxy ANY.RUN behavioral alert: Public sandbox Medium

Evasion Execution: MSBuild PowerShell invokes MSBuild.exe
against a user-AppData project file
13

Defense T1497 Sandbox Evasion /  Local anti-debug indicators (Ch. 6); Local static + Medium

Evasion Anti-Analysis CAPE mouse-movement check and public sandbox
hardware-ID queries [10]

Discovery T1614.001 System Language Triage signature; CAPE Public sandbox Medium

Discovery language-related registry reads [8]

Defense T1055 Process Injection Triage WriteProcessMemory; CAPE Public sandbox Medium

Evasion (suggestive) RWX allocation and
memory-protection changes; not
directly demonstrated [7]

Persistence T1547.001 Registry Run Keys / ANY.RUN alert references Public sandbox Low-

Startup Folder PowerShell launched from a Medium
(suggestive) registry-resident command; exact
key/value not recovered

Command and T1095 Non-Application Family-level reporting of proprietary Family research Low

Control Layer Protocol TCP; not observed in this evidence
set [3]

Command and T1090.003 Multi-hop Proxy Family-level reporting of onion Family research Low

Control (Tor) fallback; not observed in this
evidence set [3]

Credential T1555 Credentials from Family-level capability; no local or ~ Family research Low

Access Password Stores sandbox credential-store access

evidence in this set [3]

8.3 Indicators of Compromise

Table 8.2: Sample-level IOCs

Type

Defanged value

Basis

SHA256

eefc0f986dd3eald76a4a54f80ce0dc3e6491165aefdd7d5

d6005da3892ce248f

public

Local +
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SHA1 02a53d660332¢25af623bbb7df57c2aad1b0b91b Local +
public
MD5 ¢dc459a866361463d719bc89622300f3 Local +
public
Filename theme HWiNFO_Monitor_Setup.exe Local +
public
File type PE32 executable, Intel 80386, GUI Local +
public
File size 4,233,610 bytes Local +
public
imphash 88016fcdef7£227c62171d0afad%aaed Local
Table 8.3: ANY.RUN interactive-session artifacts
Type Defanged value Basis
Launch path C:\T1\textbackslashUsers\T1\textbackslasha ANY.RUN
dmin\T1\textbackslashDownloads\T1\textback  session
slashHWiNFO_Monitor_Setup.exe
Installed folder C:\T1\textbackslashProgramFiles\T1\textbac = ANY.RUN
kslashCPUID\T1\textbackslashHWINFO session
Installed EXE HWMonitor.exe ANY.RUN
session
Installed DLL CRYPTBASE.d11 ANY.RUN
session
Hidden powershell-WindowStylehidden-CommandC: ANY.RUN
PowerShell \Windows\Microsoft.NET\Framework64\v4.0.30319\ session
command (alert)  MSBuild.exeC:\Users\admin\AppData\Local\Microso
ft\MSBuild\c_3791.proj
Referenced C: ANY.RUN
MSBuild project  \T1\textbackslashUsers\T1\textbackslashadm  session

in\T1\textbackslashAppData\Tl\textbackslas
hLocal\Ti\textbackslashMicrosoft\T1\textba
ckslashMSBuild\T1\textbackslashc_3791.proj
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I0Cs

Summary of indicators of compromises (93

Y D) Copy selected (93)

e e -
pub-45c2577dbd174292a02137c18e7b1b5a.r2.dev
Connections (1)
IP 95.216.51.236
HTTP/HTTPS requests (83)

http://crl.microsoft.com/pki/crl/products/MicRooCerAut2011_2011_03_22.crl

http://edge.microsoft.com/browsernetworktime/time/1/current?
cup2key=2:1ggWs 2RCssdR2cBwgO0PeKqglUEroPezcjslitow &cup2hreq=e3b0c44298fc1c149afbf4c8996fb9
2427ae41e4649b934ca495991b7852b855

https://api.edgeoffer.microsoft.com/edgeoffer/pb/experiments?appld=edge-extensions &country=US
https://www.bing.com/api/shopping/vl/user/shoppingsettings
https://login.live.com/ppsecure/deviceaddcredential.srf

https;//clients2.googleusercontent.com/crx/blobs/AQx-wa5gNjUbZEbhlvWB8rq8EGp-
U7V18pcxMMBvAEPLmMtMndDMphKwrvul5LT_TatNkvmvRKOk-gFR-mTEBKmjLyQHIP-Og)_PO_yKnLnl5P-LIP-
vsORUL-m5v2pZkKwoAxLKa5d7akqSM9-
UqOgw7UzwwbrrcTXbu/GHBMNNJOOEKPMOECNNNILNNBDLOLHKHI_1_102_1_0.crx

https://edge.microsoft.com/entityextractiontemplates/api/v1/assets/find-assets?
name=arbitration_priority_list&version=24."" &channel=stable &key=d414dd4f9db345fa8003e32adc81b362

httne-//www nanaleanic com/chromawehctora /vl 1 f/items Avarify

Figure 8.1: ANY.RUN IOC summary showing the sandbox’s extracted domains, connections,
and HTTP/HTTPS requests. These are treated as sandbox IOCs and triage leads, not confirmed
STX RAT C2 for this sample.

CRYPTBASE.dll enrichment

The ANY.RUN file view shows CRYPTBASE.d11 under the installed CPUID/HWINFO
folder. VirusTotal relation and detection screenshots provide public enrichment for simi-
larly named or related DLL artifacts. This is useful for investigation, but the report does
not claim that the installed CRYPTBASE.d11 is malicious unless its exact hash is recovered

and matched.
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Contacted Domains (1) ©

Domain Detections Created Registrar

al672.dscrakamainet 0 /92 1999-03-03 MarkMonitor Inc.

Contacted IP addresses (3) ©

P

Detections Autonomous System Country

162.159.36.2 0/92 13335

23.200.156.138 0 /92 20340 us
23.200.156.146 0/92 203940 us

Execution Parents (3) ©

Scanned Detections Name

2026-04-17 /66 al HW Monitor - CPU-Z incident.zip

2026-04-11 /69 P HWINFO_Monitor_Setup_sus.zip
2026-04-20 f12 Win32 EXE bedba83173459720a300fe6b09f733b3d5ed34ff6ad65d04c811712060b0alck.exe

DroppedFiles (15) ©

Scanned Detections File type Name
2026-05-18 f70 Win32 EXE HWMonitor.exe

2026-05-17 071 Win32 EXE _setup64tmp

2026-05-17 /52 Win32 EXE TrdvSge.exe

2026-05-05 0/70 Win32 EXE unins000.exe

2026-05-17 0/71 Win32 EXE UJRSWRITIPNHEDCB.tmp

2026-05-12 /69 Win32 DLL CRYPTBASE.dIl

2026-05-15 0 /60 > hwm_readme.txt
rd 055983f4b4aede20bbed3ef5aeTdT1f317efbfflchbdfb01f474164ba6T15811f
? 0f7980d4f585ch2f2dTa8e8e7341cba204f33559d7b5c2e392d 14e52cde2¢99d

rd 2354b257fdbed9193c43b40b16bb5ac0atat75a1b748fbadae26078decedbedt.

Figure 8.2: VirusTotal relations view showing public relationships around a CRYPTBASE.d11-
named artifact. Used as enrichment for the suspicious installed DLL lead; exact local or sandbox
file-hash matching remains future work.

DETECTION

DETAILS

C Reanalyze = Similar,  More

T76446faf98ac8T6ebc36eB00455645c104197edd4c249c6b2fe178c86b18652 Date

CRYPTBASE.dil 208 MB 6daysago

pedll  detectdebug-environment  64bits

RELATIONS BEHAVIOR COMMUNITY (6

Figure 8.3: VirusTotal detection view for a CRYPTBASE.d1l1l-named artifact. This supports
follow-up priority for DLL side-loading analysis but is not treated as proof for the ANY.RUN-
installed DLL without hash confirmation.

Table 8.4: Automated sandbox dropped/unpacked artifacts

Type

Defanged value Basis

Temporary EXE ~ %LocalAppData,\Temp\is-U85DTLA4LM. tmp\HWiN CAPE

FO_Monitor_Setup.tmp

Temporary setup  %LocalAppData’\Temp\is-345P5RZPYA.tmp\_ise CAPE

helper

tup\_setup64.tmp

Temporary EXE  C:\Users\Admin\AppData\Local\Temp\is-7BAF5 'Triage

XXKHI. tmp\HWiNFO_Monitor_Setup.tmp
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Unpacked cd0cd2b40bdeald9eae382825ee30645b83cbd4164cf7e  Public
SHA256 94b419bc720ea137¢19 platform
candidate
Table 8.5: Sandbox network indicators
Type Defanged value Source
Delivery URL hxxps: ANY.RUN
//pub-45c2577dbd174292a02137c18e7blbbal.]r2
[.]dev/hwmonitor/HWiNFO_Monitor_Setup.exe
Network result No DNS, TCP, UDP, or HTTP(S) requests CAPE

recorded

Table 8.6: Family-level infrastructure and delivery candidates (not observed in this sample’s

evidence set)

Type Defanged value Basis
Initial-stage 147.45.178[.]161 Family
download IP research [3]
Elevated script "C:\Windows\System32\wscript.exe""C: Family
command \Users\<Username>\AppData\Local\Temp\busines research [3]
s-structure.xlsx.js"/elevated
Fileless powershell.exe-Command" [Console] : : Family
PowerShell In.ReadToEnd () Invoke-Expression'| research [3]
command
C2 IP 95.216.51[.1236 Family
research [3]
C2 port 31415/tcp Family
research [3]
Onion C2 yu7sbzk2tgmdvvb6qgvsqddunwgctbsvendakbb2n3  Family
onp46f42fcstid[.]onion research [3]

8.4 Detection Opportunities

Defenders should hunt for installer-themed executables launched from user-writable paths,

particularly files mimicking hardware-monitoring tools. Priority telemetry: creation of

is—*.tmp directories under Temp; execution of temporary *.tmp binaries from those di-

rectories; /SL5= command-line tokens characteristic of Inno Setup helper launches; RWX
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memory allocation and memory-protection changes near installer execution; locale and
environment discovery; short-lived child processes spawned from installer extraction di-

rectories.

The ANY.RUN-observed behavior adds higher-value detection leads specific to this sam-
ple: hidden-window PowerShell launched from a registry-resident command; PowerShell
invoking MSBuild.exe; MSBuild project files in AppData\T1\textbackslashLocal\T1
\textbackslashMicrosoft\T1\textbackslashMSBuild; and creation of files under
ProgramFiles\T1\textbackslashCPUID\T1\textbackslashHWINFO when no legitimate
CPUID software is approved in the environment. Family-level detections should cover
script staging through wscript.exe and PowerShell that reads from standard input and

invokes the received content [3].

Network detection should separate three categories: delivery URLs (sample download),
generic platform traffic (certificates, updates, CDN, Microsoft endpoints), and confirmed
malware C2. None of the public-sandbox traffic captured here qualifies as confirmed STX
RAT C2 for this sample.

8.5 Incident Response Recommendations

If this sample is found on a host: isolate the endpoint at the network layer, preserve volatile
memory before powering down, collect process and network telemetry, hash any files in
Temp extraction directories (is—*.tmp), enumerate and preserve registry Run-key style
autostart locations and the AppData\T1\textbackslashLocal\T1\textbackslashMicr
osoft\T1\textbackslashMSBuild project directory, and preserve browser and credential-
store evidence only if endpoint telemetry shows access to those stores. Credential rotation
and session invalidation should follow only if credential access or successful C2 tasking is

confirmed by local evidence.

8.6 Hardening Recommendations

Constrain execution of unsigned or untrusted binaries from user-writable paths using
AppLocker or WDAC. Apply ASR rules that block child-process creation by Office and
script hosts and block credential-store theft. Enable Sysmon (or equivalent EDR teleme-
try) for process creation with command line, file creation under Temp, registry-key writes
in autostart locations, memory-related events where supported, and outbound network
connections. Restrict or monitor PowerShell script-block logging and MSBuild execution

from non-developer accounts; both are recurring living-off-the-land vectors.



9 Conclusion

9.1 Key Findings

The selected sample is a PE32 Windows GUI executable associated with STXRAT in
public malware-intelligence sources. Local static evidence confirms an installer-themed
artifact with Inno Setup strings, setup-loader exports, packing indicators, suspicious en-
tropy, an overlay, and imports consistent with setup staging and loader-like behavior.
Public sandbox evidence from ANY.RUN, Hatching Triage, CAPE, and FileScan shows
installer-wrapper execution, temporary dropped-child execution, a hardware-monitor de-
coy UI, and a hidden-window PowerShell process launched from a registry-resident com-
mand that invokes MSBuild.exe against a user-AppData project file. CAPE’s behavior
summary additionally records RWX memory allocation and memory-protection changes

consistent with an in-memory loader stage.

9.2 Limitations

Local interactive execution did not produce telemetry because the FLARE VM’s anti-
malware engine blocked the launch; ANY.RUN was used as a substitute, with the conse-
quence that the strongest interactive evidence is public sandbox evidence rather than local
FLARE VM evidence. The PowerShell command body, the exact registry key and value,
the MSBuild project file contents, and hashes of the installed files were not captured. capa
produced no usable output and is excluded from analysis. Family-level capabilities (cre-
dential theft, hidden remote desktop, full C2 cryptographic stack) are not demonstrated
by this sample’s evidence set; they remain documented capabilities of the family in public

reporting.

48
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9.3 Final Assessment

HWiNFO_Monitor_Setup.exe should be handled as a malicious STXRAT-associated
installer-and-loader artifact. The combined evidence supports blocking the selected hash,
hunting against the wrapper-plus-dropped-child plus hidden-PowerShell-and-MSBuild
pattern, and treating any host showing those artifacts as compromised pending foren-
sic review. Validated runtime characterization of the final unpacked payload, persistence
durability, and live C2 behavior remains future work and requires either AV-bypass in a

controlled lab or recovery of the unpacked payload for separate analysis.



A

Static Evidence Checklist

Table A.1: Static evidence checklist

Evidence Status Folder File

Hash and file type Present figures/static/ hash_filetype_verification_panel.png
Original hash Present figures/static/ hash_filetype_terminal.png
screenshot

PE metadata Present figures/static/ metadata.png

rabin2 metadata Present figures/static/ rabin2_metadata.png
Sections and entropy Present figures/static/ pe_sections_entropy.png
Imports and exports Present figures/static/ imports_exports.png
peframe output Present output/static/ peframe_output.txt

FLOSS output Present output/static/ floss_output.txt

strings output Present output/static/ strings_output.txt

rabin imports Present output/static/ rabin_imports.txt

rabin exports Present output/static/ rabin_exports.txt

capa output Present but output/static/ capa_output.txt

Ghidra screenshots

empty
(excluded)
Not collected

20



B Dynamic Evidence Checklist

B.1 Local FLARE VM Evidence Status

Table B.1: Local FLARE VM evidence status

Evidence Status Required proof or current basis

Clean VM snapshot Taken (not Baseline before sample transfer
exported)

Network isolation Configured Host-only networking

Hash before execution  Verified Matches selected SHA256

Process Explorer Collected dynamic_procexplorer_baseline.png

baseline

Procmon capture setup  Collected dynamic_procmon_hwinfo_filter.png;

Sample execution

Procmon event export
Wireshark capture
FakeNet-NG / INetSim
Regshot before/after
Autoruns review
Sysmon / Event Viewer

Dropped/installed file
hashes

Blocked by AV

Not produced
Not produced
Not engaged

Not produced
Not produced
Not produced
Not produced

no events captured (AV block)
Local AV engine detected and

terminated launch

Execution did not proceed
Execution did not proceed
Execution did not proceed
Execution did not proceed
Execution did not proceed
Execution did not proceed

No local files installed

B.2 Public Sandbox Evidence Status

51
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Table B.2: Public sandbox evidence status

Evidence Status Required proof or current basis
ANY.RUN interactive Collected Launch warning, decoy UI, Task
session Manager view, behavioral alert,

installed files, installer error
Hatching Triage Collected Signatures, process tree, score 7/10
automated run
CAPE automated run Collected Overview, behavior summary, file

activity, null network result

FileScan emulation Collected Indicator summary screenshot
ANY.RUN raw Not exported Only summary view captured

network log

ANY.RUN Not exported PowerShell command body and
command-line capture MSBuild project contents not recovered
Triage raw report Not exported Only screenshots captured

CAPE raw report Partial HTML report retained; PCAP/PML

not exported

B.3 Screenshots Used

Table B.3: Local and sandbox screenshots used

Screenshot path Evidence type Finding supported

figures/dynamic/dynamic_pr Local FLARE Analysis tools running before

ocexplorer_baseline.png VM launch

figures/dynamic/dynamic_pr Local FLARE Procmon filter configured

ocmon_hwinfo_filter.png VM before launch
figures/dynamic/dynamic_sa ANY.RUN User-launched EXE path in
mple_launch_warning.png session the sandbox
figures/dynamic/dynamic_hw ANY.RUN Visible HWMonitor-style
monitor_decoy_ui.png session decoy Ul
figures/dynamic/dynamic_ta ANY.RUN HWDMonitor process group
skmanager_powershell child session includes conhost.exe and
.png PowerShell
figures/dynamic/dynamic_re ANY.RUN Behavioral alert: hidden
gistry_key_powershell_aler  session PowerShell launched from

t.png registry key, invokes MSBuild
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figures/dynamic/dynamic_in
stalled_files_cpuid_hwinfo
-png
figures/proposed/dynamic/a
nyrun_cryptbase_dll_proper
ties.png
figures/proposed/dynamic/a
nyrun_file_modifications.p
ng
figures/dynamic/dynamic_in
staller_error_after_execut
ion.png
figures/proposed/dynamic/a
nyrun_ioc_summary.png
figures/proposed/automated
/virustotal_properties_fil
e_history.png
figures/proposed/automated
/virustotal_behavior_summa
Try.png
figures/proposed/automated
/virustotal_cryptbase_rela
tions.png
figures/proposed/automated
/virustotal_cryptbase_dete
ction.png
figures/proposed/static/di
e_pe32_overview.png
figures/proposed/static/pe
scan_section_summary.png
figures/proposed/static/di
e_imports.png
figures/proposed/static/di
e_exports.png
figures/proposed/automated
/virustotal_network_commun
ications.png
figures/proposed/automated
/virustotal mitre_tactics.

png
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figures/automated/triage_s

ignatures.png

figures/automated/triage_p

rocess_tree.png

figures/automated/cape_ove

rview.png

figures/automated/cape_beh

avior_summary.png

figures/automated/cape_fil
e_activity.png
figures/automated/filescan

_indicators.png

Hatching Triage

Hatching Triage

CAPE

CAPE

CAPE

FileScan

Dropped-EXE, language
discovery, Inno Setup,

WriteProcessMemory

Temporary child process from

extraction directory

EXE package execution,
hashes, file type,

entropy /overlay
Dropped-binary execution,
RWX memory, anti-analysis
checks

Temp extraction and
installer-related file activity
Emulation indicator

corroboration




C Supplementary Screenshot Evi-

dence

This appendix stores supporting screenshots that are useful for auditability but too de-
tailed or repetitive for the main narrative. They are grouped here so the main report

remains readable while still preserving the analyst’s original evidence trail.

C.1 Supplementary Static Tooling

remnu ine:~/Desktop/malware$ can sampl
fil nt 67305 (probably packed)
fpu anti embly: no
normal
normal
suspicious
found - no functions
normal
11 (high)

normal
normal

normal

zero length

normal

small length

small length

suspicious name, zero length
small length

normal

normal

Figure C.1: pe-scan terminal output for sample.exe. It reports the file’'s packed status,
PE characteristics, and section-level observations; this is supplementary static evidence for the
packing discussion in Chapter 6.
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PE -
CReload | © © v Readonly
~ @ Info Hash 64 Hash 32
Save
® Nauz File Detector (NFD) 700042cc15b622| | 17a71984
Detect It Easy (DiE)
4 Yara rules #~ OriginalFirstThunk TimeDateStamp ForwarderChain Name FirstThunk Hash Name
3] VirusTotal [FifFtter Fitter Fitter e JFitter Jriteer
& Visualization S nel3: d\\
& Hex 1 000b 22 00000000 a0000000 o0abe..  oabianc
& Disasm 2 Wabfz?ﬂ 00000000 00000000 000bfc. 000bf494 ef:Sz - user}?.d\l
## Hash 3 000bf26¢c 00000000 00000000 000bfe..  000bf4d8 50c48S..
@ Strings a4 600bf2ac 00000000 00000000 000bff... 000bT518 2e8eas.. advapi32.dll

& Memory map
% Entropy
¥ Extractor
P Search
# Tools
5 IMAGE_DOS_HEADER
<I> DOS stub
~ & IMAGE_NT_HEADERS
& JMAGE FlLE HEADER
~ & IMAGE 0PT|ONAL HEADER
& IMAGE_DIRECTORY_ENTRIES Save
== Sections
© Info #> Thunk Ordinal Hint Name 3
% Export
© Info
- @ Resources
) String table
rsion

& IMa"'feS‘ 0000 queryPerformanceFrequency
& Relocs 0000 VirtualFree
@ TLS 0000 GetFullPathNamew
0000 GetProcessheap
0000 ExitProcess
0000 HeapAlloc
0000 GetCPInfoExH
0000 Comparestringordinal
0000 RtlUnwind
0000 SetFilePointerkx
16 6o0bfe. 0000 GetCPInf

Delay import
@ Overlay

Figure C.2: Detect It Easy import view for the selected sample. This supplements the rabin2
import screenshot by showing imported DLLs and APIs in a GUI view.

P _ox
CReload ||@| © v Readonly
~ @ Info Save
@ Nauz File Detector (NFD) o eaatles ol
° ame set] Type alue
? S:tml“ Easy (DIE) Characteristics 000 DWORD | 00000000 1
& Yara rules TimeDateStamp 0004 DWORD | 00000000 1970-01-01 00:00:00 |
3] VirusTotal Majorversion 0008 WoRD | T
B Visualization MinorVersion 860a WORD | |
Hex Name 000 DWORD | Hex |SetupLdr.e32
Disasm Base 0010 DWORD | 1
# Hash NumberOfFunctions 8014 DWORD | |
Sty NumberOfNames 0018 DWORD | |
& Strings AddressofFunctions 601c DWORD | Hex |Section(6)[*.edata’ ]
B Signatures AddressofNames 0020 DWORD | Hex |section(6) (' .edata’ ]
& Memory map i 0024 DWORD | Hex Isection(6)('.edata']
3% Entropy
v Extractor
£ Search
# Tools
& IMAGE_DOS_HEADER
<> DOS stub
~ & IMAGE_NT_HEADERS
& IMAGE _FILE_HEADER
~ A IMAGE_OPTIONAL_HEADER Show valid Save
E IMAGE DIRECTORY ENTRIES
oOrdinal RVA
|Fitte Filter
—1—
Import 0002 08002578 000c2049 _ dbk_fcall wrapper
0 Info
~ & Resources
B String table
© Version
I?, Manifest
] Relocs
@ TS
) Delay import
@ Overlay

Figure C.3: Detect It Easy export view for the selected sample. This supplements the export
analysis and supports the setup-loader interpretation.
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C.2 Supplementary VirusTotal Views

Network Communication ©
DNS Resolutions
— &# al672.dscr.akamai.net

Resolved Ips
23.200.156.138
23.200.156.146

IP Traffic
%+ UDP162.159.36.2:53

Memory Pattern Domains

# jrsoftware.org

# www.cpuid.com

¥ www.dk-soft.org

# www.innosetup.com

# www.remobjects.com

Memory Pattern Urls

# http://www.dk-soft.org/

# https://jrsoftware.orgfishelp/index.php?topic=setupcmdlineSetupl
# https://www.cpuid.com

# https://www.innosetup.com/

# https://www.remobjects.com/ps

Figure C.4: VirusTotal network-communications view. Included as public triage context only;
the report does not treat this as confirmed STX RAT C2 because sandbox and platform traffic
can include benign browser, certificate, update, and CDN activity.

MITRE ATT&CK Tactics and Techniques

Privilege Escalation Stealth Discovery Command and Control

Shared Modules Process Injection 2 | Obfuscated Files or Information 1 Security Software Discovery 1 Application Layer Protocol

Software Packing Virtualization/Sandbox Evasion 1

Process Injection

Deobfuscate/Decode Files o Information

Virtualization/Sandbox Evasion

Figure C.5: VirusTotal MITRE tactics and techniques view. Included as supplementary
platform mapping; the report’s ATT&CK table remains the authoritative mapping because
it separates direct evidence from public-sandbox and family-level claims.



D Commands Used and Source Ac-

knowledgments

D.1 Static Workflow Commands

The following commands describe the static workflow represented by the collected artifacts.
They are listed for reproducibility and were executed only inside the isolated analysis

environment.

sha2b6sum sample.exe

shalsum sample.exe

mdbsum sample.exe

file sample.exe

peframe sample.exe > output/static/peframe_output.txt

rabin2 -i sample.exe > output/static/rabin_imports.txt

rabin2 -E sample.exe > output/static/rabin_exports.txt
strings -a -n 6 sample.exe > output/static/strings_output.txt

floss sample.exe > output/static/floss_output.txt

capa sample.exe > output/static/capa_output.txt

The empty capa_output.txt confirms that capa did not produce capability matches for
this sample under the local configuration; capa is therefore not cited as evidence anywhere

in this report.

D.2 Public Reporting Image Acquisition

The family-level research figures shown in Chapter 2 are screenshots taken from the public
report cited as [3] (eSentire Threat Response Unit, “A New RAT in 2026 with Infostealer
Capabilities”). They were downloaded as static images using Invoke-WebRequest and
stored locally under figures/theory/. No malware was executed during image collection;

only static image URLs from the publisher’s CDN were fetched.

r 1

o8
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Invoke-WebRequest -Uri "https://esentire-dot-com-assets.s3.amazonaws.com/

assetsV3/Blog/Blog-Images/A-new-RAT-in-2026-with-Infostealer-Capabilities-1.

png" -OutFile "figures/theory/esentire_initial_wscript.png"

Invoke-WebRequest -Uri "https://esentire-dot-com-assets.s3.amazonaws.com/

assetsV3/Blog/Blog-Images/A-new-RAT-in-2026-with-Infostealer-Capabilities-3.

png" -OutFile "figures/theory/esentire_powershell_loader.png"

Invoke-WebRequest -Uri "https://esentire-dot-com-assets.s3.amazonaws.com/

assetsV3/Blog/Blog-Images/A-new-RAT-in-2026-with-Infostealer-Capabilities-4.

png" -OutFile "figures/theory/esentire_unpacking routine.png"
Invoke-WebRequest -Uri "https://esentire-dot-com-assets.s3.amazonaws.com/
assetsV3/Blog/Blog-Images/A-new-RAT-in-2026-with-Infostealer-Capabilities
-12.png" -OutFile "figures/theory/esentire_antivm_check.png"
Invoke-WebRequest -Uri "https://esentire-dot-com-assets.s3.amazonaws.com/
assetsV3/Blog/Blog-Images/A-new-RAT-in-2026-with-Infostealer-Capabilities
-17.png" -OutFile "figures/theory/esentire_c2_key_exchange.png"
Invoke-WebRequest -Uri "https://esentire-dot-com-assets.s3.amazonaws.com/
assetsV3/Blog/Blog-Images/A-new-RAT-in-2026-with-Infostealer-Capabilities
-26.png" -OutFile "figures/theory/esentire_fileless_powershell.png"

The family-level command lines reproduced in Chapter 2 (WScript-elevated launch; Pow-

erShell standard-input pipe) are taken from the same public report and are included

for defensive understanding. They are not local command-line evidence for the selected

HWiNFO_Monitor_Setup.exe sample.
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